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MATHEMATICAL QUANTIFICATION 
OF OPERATIONAL & STRATEGIC 

RISKS

Overcome cognitive biases to quantitatively model enterprise risks

Carol Williams, Strategic Decision Solutions

Ujae Kang, UAK Capital Strategies & Consulting

AGENDA
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Gathering information 
on qualitative risks

Aggregating qualitative 
risks with math

Presenting the result 
with actionable insights

ABOUT THE SPEAKER - CAROL
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 15 years in the insurance 
industry, as regulator and 
industry insider

 Masters of Science in Risk 
Management/Insurance 
from Florida State 
University

 Designed, implemented, 
managed, then directed the 
ERM program for large 
property insurance carrier

 Help dozens of 
organizations use ERM to 
support decision-making
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ABOUT THE SPEAKER - UJAE
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 10+ years in 
actuarial/quantitative 
modeling for insurance 
companies

 Master of Financial 
Mathematics from 
University of Minnesota

 Designed quantitative ERM 
models & reports to meet 
ORSA and major rating 
agency requirements

Strategic and Operational Risk

Versus

Underwriting and Investment Risk
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COMMON 
CHALLENGES 

WITH 
QUALITATIVE 

RISK 
ASSESSMENTS

 “Squishy” results

Gut instinct, not metrics

 Answers are all over the board

 Difficult to aggregate

 Translating to action is cumbersome
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QUANTIFYING 
QUALITATIVE 

RISKS: COMMON 
CHALLENGES

 Risk managers uncomfortable with 
process

 Executives hesitate to give hard numbers 
to softer risks

 Impact * Likelihood calculation

 Executives override assessment results
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OVERCOMING 
CHALLENGES
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GATHERING 
INFORMATION 

FOR 
QUALITATIVE 

RISKS

 Custom designed for the company

 Recommend between 8 and 20 risks.  
Never more than 20!  

 Focus the interview questions based on 
the audience.

 Use technology when possible and 
reasonable.

 Ask questions with the end in mind.

 Avoid asking frequency/likelihood. 
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HELPING 
PEOPLE 

DISCOVER 
IMPROVED 

PROBABILITY 
ASSESSMENTS

What typically happens…
 Ask: What is the probability of a flat tire 
happening over the next week or the next year?

 Interviewee: WILL struggle in his/her mind. Then…

A better way…
 Ask: 

 How many flat or deflating tires have you had in 
your lifetime? [3 times]

 How many years have you been driving your car? 
[20 years]

 Then you calculate probability:

 య

మబ
≈ 15% in any given year →  భఱ%

యబర
≈ 0.05% in 

any given day.
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FOCUS ON THE 
GOAL: NUMBERS!
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Quantifying 
Qualitative Risks

WHO 
PARTICIPATES IN 

INTERVIEW?
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Operating companies (not 
holding company) unless 
centralized functions

3 to 4 layers below 
executives

Typically 60 to 250 
interviews/surveys should be 
conducted.
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USING 
TECHNOLOGY
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AN ALTERNATIVE TO FACE 
TO FACE INTERVIEWS
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* Sim Segal’s Corporate Value of Enterprise Risk Management (2011)

Strategic Risk: Competitor
Definition: Unexpected change in competitive landscape, such as new entrants, 
aggressive competitor actions against the company, price wars, and so forth.*

Interview Questions?

Regarding this risk, what was the worst annual loss amount within the last 4 (and 10) 
years in todays scale and scope?

Within the next 1 year, what do you expect loss amount [acceptable risk that you 
are willing to take, unacceptable risk, only in theory and unrealistic] would be? 

MATHEMATICAL 
AGGREGATION OF 

INTERVIEW RESULTS

 Make some simplifying assumptions for the 
greater good.

 Aggregation must use two dimensions
 Product / Subsidiary
 Function
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MATHEMATICAL 
AGGREGATION FOR 

PRODUCTS:
ADD VERSUS AVERAGE

 When to Add Results: between
subsidiaries/product lines

 When to Average Results: within
subsidiaries/product lines
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(              ) / 2

MATHEMATICAL 
AGGREGATION FOR 

FUNCTION
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(              ) / 2Department Function

Product/Subsidiary

Holding Company Holding 
Company

Auto/ 
Home

Operation Human 
Resources Marketing

Financial Services/ 
Investment Funds

Operation Human 
Resources Marketing

POWERFUL 
PRESENTATION OF 

RESULTS: 
ACTIONABLE 

INSIGHTS INTO 
OVERALL IMPACT

Combined impact of Operational & 
Strategic Risks
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Avoid these common issues:

• Sand bagging

• Hedging

• Cushioning
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POWERFUL PRESENTATION OF RESULTS:
PRIORITY AREAS TO FOCUS
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Precentile Market Credit Liquidity Strategy Execution Governance
Strategic 

relationships
Competitor Supplier Economic

External 
relations

Legislative/R
egulatory

International
Human 

resources
Technology Litigation Compliance

External 
fraud

Disasters Processes

1% -                -                -                -                -                -                -                -                -                -                -                -                -                -                -                -                -                -                -                -                
25% 1,187            2,182            859               889               1,603            947               1,434            1,111            774               2,051            -                2,000            2,444            1,560            -                1,810            1,328            1,456            2,119            2,408            
50% 3,840            7,132            2,505            2,450            4,880            3,781            4,020            5,213            3,689            5,886            -                5,520            5,969            4,866            -                6,757            6,242            5,559            5,693            6,665            
75% 7,914            14,698          5,390            7,606            10,932          7,943            8,800            10,924          7,825            12,047          40                  14,871          14,835          12,383          -                16,148          16,169          13,203          14,017          13,601          
90% 11,888          22,117          7,936            10,551          15,714          12,626          14,638          16,960          12,916          19,750          200               25,128          25,565          19,849          450               28,043          26,490          21,260          24,475          21,033          
99% 39,510          89,909          27,590          48,763          63,871          59,320          71,732          79,017          47,680          95,949          1,000            134,842        66,848          99,722          25,000          91,136          98,267          106,800        85,390          99,748          

average 5,543            10,740          3,755            5,105            7,597            6,018            6,876            8,419            5,993            9,283            35                  10,977          10,906          9,629            726               12,547          11,803          10,059          10,584          10,376          

Group Or Sub: (All)
Product: Annuity

Labels Value Avg Value Sum
Litigation 2,149 12.50%
Competitor 1,882 10.95%
Credit 1,717 9.98%
Compliance 1,359 7.90%
Execution 1,057 6.15%
Processes 1,007 5.86%

POWERFUL PRESENTATION OF 
RESULTS: SOURCES OF UNCERTAINTY

Overall uncertainty source by the product, 
subsidiary level. 

Precentile
Annuity Disability

Internation
al_Annuity

Internation
al_Life

Investment 
Products

Life
Long Term 

Care
Sum

1% 859                 1,823         605            1,127         9,329         4,482         3,500         63,518       
25% 8,419              8,552         2,364         2,909         39,954       23,399       9,839         117,763    
50% 12,700            12,638       3,268         3,898         58,629       34,078       13,195       145,277    
75% 18,716            17,554       4,746         5,457         85,014       50,872       17,858       185,629    
90% 30,106            28,609       7,689         8,162         133,707    85,107       26,778       236,396    
99% 62,040            48,346       12,430       12,144       220,495    139,879    42,365       319,937    

average 15,516            14,844       3,967         4,521         69,904       42,115       15,100       156,971    
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Annuity
10%

Disability
8%

International 
Annuity

2%

International 
Life
3%

Investment 
Products

41%

Life
26%

Long Term Care
10%

POWERFUL PRESENTATION 
OF RESULTS: INVESTMENT 
OPPORTUNITIES

Concerned about 
missing earnings per 
share (EPS) target?

 Pinpoint low 
investment opportunities

 Reduce the most 
unexpected volatility 
around EPS.
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5% 8%

89%

14%
19% 18%

72%

Risk contribution per unit of
Internal Operating Income (IOI)
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IT CYBER SECURITY
CASE STUDY
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Revenue 92,000,000,000
FTE 63,900

Total IT Cyber Budget N/A

# of Customers/Members 40,000,000
# of enterprise seats or nods N/A

Total Individual Data 90,000,000
Center 1 9,000,000
Center 2 18,000,000
Center 3 27,000,000
Center 4 36,000,000
Center 5 0

Insurance Policy

Aggregate Limit 250,000,000
Deductible 10,000,000

1st Party N
3rd Party Y

Attack Frequency 1

IT CYBER SECURITY
CASE STUDY
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Output

the direct expense outlay 
to accomplish a given 

activity.

The amount of time, effort 
and other organizational

resources spent, but not as a 
direct cash outlay.

Opportunity 
Cost

IT Cyber Security Budget Spent Approximation 140,580,000        ~ 368,000,000     

Percentile Description of likelihood
Total Cost 

Indirect
Total Cost 

direct Total Cost
Insurance 
(Ceded)

Unceded Total 
Cost

1% Extreme Remote Favorable 0 0 0 0 0
10% Passible very Favorable 0 0 0 0 0
25% Favorable within Normal 0 0 0 0 0
75% Adverse within Normal 644,337 226,234 870,571 0 870,571
90% Passible very Adverse 8,443,825 2,964,721 11,408,546 0 11,408,546
99% Extreme Remote Adverse 539,607,323 189,462,127 729,069,450 178,497,812 551,097,493

Average 28,321,578 9,958,100 38,279,678 3,854,684 34,406,193
Median 1,227 431 1,658 0 1,658

CYBER 
SECURITY: 

WORDS OF 
WISDOM
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Abundant data sources, making 
actuarial modeling possible and 
feasible.

Cyber security risks fat-tailed and 
skewed nature make them difficult for 
human judgement

Avoid the contentious discussion on 
budget/investment in Cyber Security 
by using objective actuarial modeling 
reports to bring consensus.
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PERCEPTION VERSUS REALITY
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OTHER 
CONSIDERATIONS: 
CORRELATIONS
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Most Operational & Strategic Risks 
are independent.

However, high 
positive correlation 
needs to be treated.

Market, 
Economics, 
Credit, and 
Liquidity risks

Independent vs Monte Carlo 
Simulation (Partial of Stochastic 
Approach)

OTHER CONSIDERATIONS: 
RATING AGENCIES AND REGULATORS
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CURRENTLY DON’T EXACTLY KNOW 
WHAT TO ASK FOR

GIVE THEM CONFIDENCE AND SENSE 
OF TRANSPARENCY BY PROACTIVELY 

SHOWING THEM YOUR PROCESS
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QUESTION & ANSWER
OPEN SESSION
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WANT TO TALK 
MORE?

Carol Williams

Strategic Decisions Solutions

Carol@StrategicDecisionsSolutions.com

850.212.6693

Ujae Kang

UAK Capital Strategies & Consulting

Ujaekang@UAKDiversified.com

651.757.5534
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