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Office of the Comptroller of the Currency (OCC) focus:
W'hat are the expectations of the OCC?

The OCC expects financial firms to practice effective Third Party

Risk (TPRM) of whether the bank
Comptroler of tha Currency performs the activity internally or through a third party. A bank’s use
Administrator of National Banks of third parties does not diminish the responsibility of its board of

directors and senior management to ensure that the activity is
performed in a safe and sound manner an in compliance with
applicable laws.

Examinations may evaluate safety and soundness risks, the financial and operational vability of the third party to
fulfill its with applicable laws and ions, including consumer protection,
fair lending, BSA/AML and OFAC laws, and whether the third party engages in unfair or deceptive acts or
practices in violation of federal or applicable state law.

US Department of the Treasury

The OCC Bulletin 2013-29 set the expectations that supervised entities will:

* Plan and outline the bank’s strategy, identify the inherent risks of the activity, and detail how the bank
selects, assesses, and oversees the third party.

Perform proper due diligence in selecting a third party.
Have written contracts that outline the rights and responsibilities of all parties.

Perform ongoing monitoring of the third party’s activities and performance
ing the

Prepare i plans for in an effective manner.

Clear roles and responsibilities for ing_and the i ip and risk
management process.

= D and_reporting that oversight, accountability, monitoring, and risk

management.

Conduct independent reviews that allow bank management to determine that the bank’s process
aligns with its strategy and effectively manages risks.




Consumer Financial Protection Bureau (CFPB) focus:
What are the expectations of the CFPB?
i

The CFPB was established to promote faimess and transparency for consumer
[ | financial products and services as a result of the Dodd-Frank Act, a law passed
— after the financial crisis in 2008.

c m r ) Examinations are expected to focus on key Third Party Risk Management

evaluation activities, such as how the firm monitors compliance management
systems, customer and with certain
consumer protection laws and regulations.

The CFPB bulletin of 2012-13 set the expectations that supervised entities will:

Conduct thorough due diligence to verify that the supplier understands and is capable
of complying with Federal consumer financial laws

Request and review procedures, internal controls, and
training materials to ensure that the supplier is conducting appropriate training and
oversight of employees or agents that have consumer contact or compliance responsibilities
Include in the contract with the supplier clear expectations about compliance, as well as
ropriate_and_enforceable consequences for violating any compliance-
related responsibilities, including engaging in unfair, deceptive, or abusive acts or
practices
Establish internal controls and on-going monitoring to determine whether the
supplier is complying with Federal consumer financial laws

Take prompt actions to address fully any problems identified through the

monitoring process, including terminating the relationship where appropriate
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TPRM Business Drivers

Globalization continues and business partnerships are increasingly being
leveraged as strategic enablers. This increases the need for Third Party Risk
Management.

According to PwC's 14th Annual
Global CEO Survey:

+ Companies are reshaping strategies
and operating models—focusing on

innovation, collaboration,
talent—to find new sources of
revenue growth and
competitive advantage
Roughly a third of CEOs

indicated their companies plan to

complete a cross-border
merger or acquisition, or

outsource a business process or

function in the next year

and

Business drivers

Partnership will be key
+ 40% of CEOs expect the majority of
innovations over the next three years
to be co-developed with partners
50% said their companies will enter
into a strategic alliance or JV in
the coming year

As organizational models shift and
risk profiles evolve, executives and
Boards seek greater transparency|
and increased assurance that the

company’s most significant risks are
appropriately mitigated
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Reputational Drivers
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Business C:

Procurement
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TPRM Program Management Components

« Information Security
« Strategic Objectives
« Contingency Plans

« Laws & Regulations

« Diversi

Program Support

PuC

Governance and Organization

Due Diligence

- Strategies & Goals

« Legal & Regulatory

« Finaneial Risk

« Experience & Reputation

« Fees & Incentives

« Qualification, Background,
Reputation

« Risk Management

« Information Security

« Management Information Systems

« Resilience

« Incident Reporting & Management

Contract

« Nature & Scope

jonal Coverage __Risk Management Independent Reviews
“Third Party Covera
on-going Monitord —
« Conflicting Interests « Contingency Planning.
i « Transition

« Performance

« Information Handling

* Right to Audit

« Compliance

« Cost & Compensation

« Ownership & License

« Confidentiality &
Integrity

« Contingent

« Indemnification

« Insurance

« Dispute Resolution

« Limits on Liability

* Default and Termination

« Compliance
inancial

« Data
« Joint Intellectual

- Key Personnel rope

« Manage Risk « Reputational Risk
Proactively « Written Exit Plan

« Adaptable Process « Identification of

« Technology alternate sources

« Contingency Plans « Customer impact

ty
« Customer Complaints
« Issues Management
« Credentials &

Program Management

- Conflictin pl
« Country Risk « Subcontracting - Problem Management
« Reputational Ri « Foreign Based 37 Parties Moy
« Operational Competency « OCC-CFPB Supervision ~ + Te
Fraud « Diversi Assurance
« FCPA « Records Management
« BSA/AML « Amendments
« PCI-DSS
‘Tactical Reporting ‘Tracking “Tools and Technology. Continuous Improvement

Third Party Risk Management Process OQverview

Taerty Need for
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Significant Enterprise Risk Dimensions

Significant enterprise risk dimensions must be identified and managed
throughout the TPRM lifecycle.
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Vendor Stratification:

A ng Where Risk Exists

[
With hundreds up to tens of thousands of contracted vendors for many firms, assessments should only be
accomplished for those suppliers that pose the highest inherent risk.

By designing an orderly risk ranking/rating system and screening for risk, firms can focus on contracts and
suppliers that harbor the highest risk to the firm and its customers. Detailed assessments of controls are then
performed at vendors with the highest risk, with less due diligence applied to vendors that hold lower risk.

Higher Risk
‘Supplier Relationships.

due diligence
N dentity
s and remove
€ services that will
5 Higher sk
H rave sk Vendors.
£ managementby | ven _
H domtpose isk | {| otermeans ||| thirtparies fo vt
H
K
‘due diligence
As the level of due diligence and the types of assessments required are ascertained, it
will be important to check the allowances of the current contract with the vendor
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Sample Vendor Stratification Questionnaire
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TPRM Risk Assessments
Establishing Controls; Setting Vendor Requirements
T

As the primary risks are

identified for each supplier Information Operational Technology
type or category, those Security Competency
third parties with key Assessment

e Assessment Assessment

proactively and
continuously monitored.
These take on the form of .
initial assessments, Regulatory &
ongoing reporting, on-site Compliance
monitoring, contractual Assessment
provisions and transmittal
of required audits and
assessments (e.g. SOCz, ) 3
SSEA, etc.) Financial Due
Diligence

Assessment

Country Risk Fourth Party
Assessment Assessment

Physical
Security
Assessment

Reputational

Once completed, Due Diligence
depending upon the third
party risk and assessment
results, suppliers are set
up on an ongoing cycle to
assure that risk is BCP/DR Privacy
Comiiny e Assessment Assessment
mitigated.

Concentration
Risk
Assessment
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Privacy, Compliance and Financial Risk Assessments
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Risk Assessment Execution Approach

‘ The approach below is utilized for both initial due diligence and on-going

assessments. An effective tool may assist in the automation of workflow of the
due diligence assessment process and standardize the reporting of results.

+ Determine required « Confirm third party + Conduct assessment+ Finalize report and « Determine issue
nature, & destent . X supporting evidence management steps
of assessment procedures  understanding ofscope  Remote, On-site) « Discussandconfirm  + Define remediation plans
PR - inform third partyof  + Determine assessment+ Gather supportng identified ssues with and closure timing
B intent to review date documentation internal stakeholders and + Determine risk
z + Confirm assessment + Document results third party contacts acceptance plan, if
£ rce + Coordinate assessment + Perform internal QA of i
< + Obtain and review initial  execution with thi assessment report + Validate remediation
documentation from party, as requir + Finalize plans and closure
third party compensating eontrols
+ Relationship Manager _+ Relationship Manager = Third Party + Assessor « Risk Manager
+ Third Party + Third Party + Assessor + Interal stakeholders  + Relationship Manager
+ Risk Manager and/ + Assessor + Risk Manager + Third Party (as needed)  + Third Party, as requit
or Assessor + Risk Manager + Relationship Manager  + QA Reviewer
+ Scope Determination + Assessment scope + Draft assessment report_+ fon+ Issue
- N Letter  « date and d supporting evidence  + + Remediation Plans
E time + Draftissues and controls summary. + Risk Acceptance
& « Resourcing compensating controls documentation
& + Initial Evidence Request * Metrics, reporting and
scorecards

service/status reporting
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Financial Risk Assessment Approach

"In conducting third party financial risk assessments, a tiered approach is

constructed and typically occurs as follows.

As priority of the third party

increases, questionnaires and interviews are used to assess and determine the

‘real’ financial risk

Quantitative Conclusion
Derive weighted metrics to asses
risk status based on financial
performance

Conduct third party examination
toassess the outlook on future

financial risks based on observable
attributes and leading information

(Priority 4-5)

/
Verification / Verification
& Validation N/ & Validation

Third Party Financial SIS
Health Questionnaire ISTENIEHY

Business Intelligence
Information Analysis
(Priority 1- 5

Due Diligence
Clarification of financial
records and validation of
business undertakings

‘Third Party Follow-up
(Priority 5)

Base Analysis / Enhance Current
Processes

Utilze existing data and enhance processes to

embed rigor and consistency. Assess risk based

on data from BI providers (¢.g. D&B), as well as

existing internal analysis such as AR reviews

and customer service decision analysis, supplier
et
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High Level Processes for TPRM
| |
— " i o own rgsig o
Due bikgence Strtefication uppler Maragement Monkoring Temingion
Aszessments.
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Summary
f
Implementation of a Third Party Risk Management programis
a complex process. But it is a necessary step in understanding
the risks inherentwhen contractingwith third parties and f
effectively managing enterprise risk. § 6% [ BT,
PwC conducted a cross sector survey of third party risk in 2014
and found 35% of the firms surveyed had third party incidents
that led to financial losses. 10% had an incident that had a Tl [ i
onal impact and 179% had incidentsthat hada clientor Il 11% | - Eate 17% 8 Dot
customer impact. While a third party management program
cannot eliminate those losses, it can help organizations
improve the performanceof their vendors and better manage
third party risk. s
6 picetari
o, - ‘The process is not without its rewards. The same survey
37% 37% 4% indicated a majority of the respondents noted an
improvement n third party performance/value.
v Significant numbers reported third party savings and cost
FET TR TR . 8 sty omacacpes  AVoidancein other parts of their organizations.
ot v oo ook ) )
‘These increased benefits may include not only cost savings
and performance benefits, but improvements in quality of
- — s service, i from izati
4% 63% 25% better allocation of internal talent, and an improved
organizational risk posture.
gt oty G Improved NP THRplty sk
20, oy, SAT AN Best  patrmancerenu
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Questions and Discussion
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