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COMPARE & CONTRAST MODELING 
ASPECTS OF NATURAL CATASTROPHE 

AND CYBER MODELING

 Peril Definitions

 Exposure

 Hazard

 Vulnerability & Damage

 Loss
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First – Defining the Peril
Nat Cat modeling: Distinct perils with understood 

definitions

Data breach - 2018

Ransomware - 2019
Cloud Down - 2017Payment 

Processor Outage -
2015

Cyber modeling: Variety of event types driven by 
company-specific vulnerabilities

Individual Events: Events impacting a single company, usually involving 
some type of company-targeted hacking or data loss (such as a data breach or 
ransomware).

Accumulation Events: Events impacting multiple companies, usually 
involving some common system that goes down, resulting in business 
interruption (such as a cloud server going down)

By Kelvinsong - Own work, CC BY 3.0, 
https://commons.wikimedia.org/w/index.php?curid=23226142
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 Hurricane are comprised of wind, storm surge and 
precipitation flood

 Definition is industry accepted and does not change

 Can evaluate all potential hurricanes based on current 
scientific understanding of hurricane behavior
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Exposure

NOAA – North Atlantic Hurricane season goes from June 
1 – Nov 30, with the peak of the season ranging from mid-
August to late October

Nat Cat modeling: Structures on Earth’s surface Cyber modeling: Company’s connection to the internet
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Hazard
Nat Cat modeling: Physical properties of peril and 

structure
Cyber modeling: Company firmographic and 

technographic data
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Vulnerability and Damage
Nat Cat modeling: Static, user-controlled risk 

characteristics determine vulnerability.
Cyber modeling: Variety of event types driven by 

company-specific vulnerabilities

 Static risk characteristics define vulnerability at 
different locations

 Primary: Construction, occupancy, number of stories, 
square footage
− Most insurers capture this information and are able 

to input it into the cat models

 Risk characteristics do not usually change with time 
unless there is an update to building codes or 
buildings are torn down and re-built

Industry: Hospitality
Revenue: $20.75B
Record Count: Unknown – up to 500M 
accessed in 2018

Industry: Manufacturing
Revenue: $12.17B
Operating System: Windows

 Industry and revenue are user-controlled inputs that 
are commonly known about the risk

 Most information determining a risk’s vulnerability is 
not known

− Number of records, patching cadence, cloud servers 
used

 Cyber modeling is incredibly company specific, rely 
on models to collect an organize this information

− Hard to handle the “unknown” case

 Risk characteristics can change easily

https://www.sihle.com/windmitigationinspections/

https://www.sihle.com/windmitigationinspections/
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Vulnerability and Damage
Nat Cat modeling: Use peril characteristics against risk 

characteristics to calculate damage
Cyber modeling: Variety of event types driven by 

company-specific vulnerabilities

 For Hurricane, comprised of 
Wind, Storm Surge and 
Precipitation Flooding

 Different construction, 
occupancy, roof shapes, etc
perform differently at 
different wind speeds

 Use the MDR at each risk 
characteristic to calculate 
damage

 Damage dependent on type of attack and type of 
vulnerability exploited

 Marriott: Number of records
− Reputational damage
− Third party damage

 Norsk Hydro: Compromised systems/system 
downtime

− Ransom damage?
− Business Interruption damage?

 Depends on type of attack, often multiple types of 
damage within one event
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Loss
Cyber modeling: Inconsistent coverages offered, 

disagreement between models and industry

Cyber Coverage
% of Products 
Offering 
Coverage

Breach of Privacy 92%
Data & Software Loss 81%
Incident Response Costs 81%
Cyber Extortion 73%
Business Interruption 69%
Multi-media Liabilities (Defamation & disparagement) 65%
Regulatory & Defense 62%
Reputation Damage 46%
Network Services Failure Liabilities 42%
Contingent Business Interruption 33%
Liability - Technology Errors & Omissions 27%
Liability - Professional Services Errors & Omissions 23%
Financial Theft & Fraud 23%
Intellectual Property (IP) Theft 23%
Physical asset damage 19%
Death & Bodily Injury 15%
Cyber Terrorism 12%
Liability - Directors & Officers 13%
Liabilty - Products & Operations 8%
Environmental damage 4%

Equifax: what 
could be covered?

Nat Cat modeling: Industry accepted, well defined 
coverages that are consistent across models and perils

Source:  Managing Cyber Insurance Accumulation Risk (2016) Cambridge Centre 
for Risk Studies, RMS
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