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Setting reserve for
cyber
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Why traditional reserving may not be for
cyber

Thin claims experience

Unstable loss development pattern

Cyber is more than casualty - it includes a systemic cat component that
requires a different approach to projecting ultimate loss

Rapidly changing cyber threat and insurance landscape is sometimes at odds
with traditional actuarial reserving technique that relies on loss triangles

Use exposure-based, cyber accumulation risk models to
come up with an alternate view of ultimate loss, in order to
complement traditional reserving techniques
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Cyber - rapidly evolving risk that makes reserving difficult

test growing in e market segment
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Mutating threat requires real-time assessment of ultimate loss

= Data breach s on the increase: ot o o e
there is a rapid and fundamental shiftin

loos aymamics fom o reacnes o e
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= Whole world is one cyber “cat zone"

* LioydsiCyence “Counting the cost” report focused
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Cyber attacks such as "Wannacry’ and “NotPetya’

illustrate potential exposure to business interruption

= “Notpetya” impacted companies as diverse as
~ Merck: Pharmaceuticals ¥

Given vide range of potentilly impaced lines,
silent cyer potentaly even moreof an s han
direct cybe o

Claims reserving needs to catch up with exposure growth

Number of connected devices will
more than triple by 2020

Expenditure on “cloud”
infrastructure will quadruple by
2020 and continue to grow rapidly
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cyber insurance prer
projectio Pt st s s

Business interruption exposure
from both direct and silent cyber
likely to become more acute.

Major implications for aggregation
and “Cat” loss potential

Traditional lines’ reserving becomes more challenging with silent
cyber
* Insurers looking to address non-affirmative cyber
coverage
via “clarifying” contract language, sub-limits and
exclusions
= Activity is variable and competitive market
conditions means there are stil multiple areas
where silent cyber exposure may exist
Fisaing siokeholdes at all levels - maragement. e
requlators, rating agencies o e tat i oer

- Insurevs beginning o assess exposure and ek /paker _‘;H‘;‘:;:‘;},';
estimate downside potential - typically using realistic o uble 1. wu av 55 o iy
d\sﬁ!er scenarios (RDSs)

* Multiple challenges — dearth of historical losses, UK Prudential Regulatory Authority

growing and mutating exposure, etc.
Modeling providers also focusing on quantitative
assessment
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Willis Re 2017 Silent Cyber Survey results
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1 = Silent cyber risk factor:
I B § 101+ ano cyber-lated o for
I O E § o oy relaied losses
- + 150 = 50% more covered losses
—— due o cyber

= Significant uncertainty over silent cyber exposure potential
= >50% respondents estimated silent cyber risk factor to property as 1.01 or less
= >1% respondents estimated additional property loss due to silent cyber to be
100%

* Material variation in degree of anticipated silent cyber risk between lines:
= AL, WC: more than 75% respondents estimated the risk factor as 1.01 of less
= Property, Liability: around 50% respondents estimated the risk factor to be 1.02
or more

Conventional arguments for not modeling Cyber risk

measuring cyber Acompany cannot effectively manage its enterprise
L risk without being able to quantiy its cyber
o erking accumulation and more and more insurers are doing
Ao this voluntarily or are being required to do so

“The data doesn’t
I

“There are many third-party cyber incident and
cybersecurity assessment data providers and there
is a growing body of data to guide decision-making

Exposures are growing exponentially and without

quantifying the accumulation risk potential of a range

of downside events across alllines, its impossible to
conclude the insurance impactis minimal

Framework for measuring cyber risk

= Cyber business warrants a Group-level approach given its potential to span the
spectrum of P&C lines

= Requires a framework for measuring direct and indirect exposure in order to
establish risk tolerance
= Fundamental approach is akin to property cat modeling - exposure-based
framework required to quantify tail risk
* Multi-model view is essential
= Cyber modeling s in its infancy with many different approaches to quantifying
risk, some of them providing partial answers (e.g. cat vs. attritional)

= Multiple perspectives necessary to begin to build framework for analyzing
portfolio and developing strategy

= Focus on calculating PML as a more practical measure of risk quantification than
absolute max downside (TIV or TEAL*)
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Evolution of cyber modeling

= Early cyber models have been around for several years but the last 12-24 months has
seen “analytics arms race” as focus has shifted

Early 2000’s 2010 - 2015 2016 - presen

Lintd market wh produt ot paron s als

focused on dtabreach g nto auestioncoversg,
Intoduction of roke models | Development of mulile
selection and deterministc, from 8+ firms

* Individual risk scoring models:
= BitSight, SecurityScorecard, FICO, etc. rate individual companies using external
nonintrusive threat assessment
= Portiolio accumulation models:
= WillisRe's PRISM-Re generates full probabilistic loss distributions for ata breach,
business interruption, and silent
Cyence and Corax examines the downside loss potential arising from affirmative
cyber exposures
Willis Re's eNTAIL, RMS, AIR and CyberCube are scenario based models that focus
on the systemic cyber cat events

Cyber modeling landscape update
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Probabilistic cyber accumulation model example
Affirmative cyber: per insured Silent cyber: by line

PRISM-Re
Data breach Network outage Silent cyber
module @ modue -qx

module

Probabilty distribution of loss ($ and counts)

Enterprise

Portfolio a o nterpri
aly risk

o management
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Scenario-based cyber accumulation model example

* Incorporate scenarios from Willis
Forward-looking scenarios Re, Lioyd's, or the client's own

Model responds to changes in
portiolio

* Quantify situations where the
client has a larger or smaller share
of an industry event

Add uncertainty surrounding events

+ Seamless entry into capital model

tly into simulation Easy to capture the same PMLS
apital model and other metrics evaluated in

Willis Re disclaimers




