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Opening Exercise — Do | provide Cyber Coverage?

»New independent retail client

» Accepts all major Credit Cards

» Provides Health Coverage for 25 employees
» No dedicated Technology staff

»Owner fills out technology questionnaire

What sort of risk does this client present?
What kinds of coverage does this client require?




What is MBSE?

Model-based systems engineering (MBSE) is
a systems engineering (SE) methodology that
focuses on creating and exploiting domain models as

the primary means of information exchange
between engineers, rather than on document-based

information exchange.



https://en.wikipedia.org/wiki/Systems_engineering
https://en.wikipedia.org/wiki/Domain_model
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MBSE — Building a Data Model

Workshops Normalization Modeling & Risk Awareness
Interviews Enrichment Simulation Impact Analysis
Critical Mapping Data Format Risk Analytics Remediation
Topology Standards Loss Value Planning
Diagrams Data Model Predictions Operations
Artifact Discovery




MBSE — Data Modeling
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Question: Audience Participation

Which two (2) characteristics describe differentiators
between Traditional Systems Engineering and Model
Based Systems Engineering?

a) MBSE is a Single Source of Truth
b) Traditional SE is More Efficient
c) MBSE is More Time Consuming

d) Traditional SE is Less Efficient

Answer:
a&d



Security Principles Cyber Threat
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Quantifying Cyber Risk
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Cyber Security Goal: Identify & Mitigate Risk

¢

Predictive Analytics™® Post-Exploit

Risk = Potential for Financial Impact
*Unknown Future Events



MBSE & Cyber Risk
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MBSE & Predictive Analytics
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Question: Audience Participation

True or False: Organizational Security Posture is not

an important factor in quantifying an organization’s
Cyber Risk.

Answer:
False



Revisiting Initial Exercise

Reduce




Managing Risk With MBSE
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Holistic Risk Management
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Question: Audience Participation

Which answer below is NOT meaningful when it
comes to using MBSE to manage risk?

a) Keeping the data fresh

b) Understanding the threat landscape

c) Maintaining an unchanging data set

d) Executing multiple simulation scenarios

Answer:
C



Cyber Insurance Challenges
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Security Posture

PEOPLE PROCESS TECHNOLOGY



Offer Complexity
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Source: http://www.riskandinsurance.com/analyzing-cyber-risk-coverage/



How Much Coverage?
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Thank You!
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