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DIGITIZATION AND THE INSURANCE INDUSTRY:

PROGRAM

5 O 0] Digitization: fundgmentally changing how P&C insurers and their
customers do business

03 Emerging digital risks and exposures in Manufacturing,
Transportation/Logistics, and Healthcare

05 Mind the gap: digital risks and exposures and existing P&C insurance
covers

07 Digitization: insurer response
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DIGITIZATION AND THE INSURANCE INDUSTRY

The insurance industry is in a moment of profound
transformation.

ing that we formerly accepted as gospel our products, c
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DIGITIZATION AND THE INSURANCE INDUSTRY

Weaponized complexity

"Insurance companies have done everything they can to
acquire customers... and soon after, everything they
can to confuse them

- Joshua Kushner, Oscar Co-Founder
Healthcare Insurance

In four years, Oscar has grown to serve more than 145,000
members. It is currently valued at $2.7Bn and is backed by
\ Khosla Ventures, General Catalyst Partners, and Goldman

T Sachs.
@)
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DIGITIZATION AND THE INSURANCE INDUSTRY

Perverse incentives

Insurance business model.”

,,,,,,,,,

Daniel Schreiber, Lemonade CEO

p
“There’s an inherent conflict of interest at the heart of the !‘*
v
g
>
P2P online P&C carrier

ey F
Schreiber’s opinion - not held singularly considering
Lemonade’s backing by established VCs including Sequoia
? Capital - is that the traditional insurer and consumer have an

‘adversarial” relationship. A problem that reaches a nexus at
the point when help is needed most. Claims.

Copyright © Capgemini Consulting 2016 6
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DIGITIZATION AND THE INSURANCE INDUSTRY

readsheet commoditization

Allstate 105 |, E%E!E!-

= The General 89
“Innovation in a stodgy $220 billion industry means o Fa 2 e
providing consumers transparency.” - o a»
Progressive 165 55 3
- Mark Cuban, Insurance Zebra Investor = | ey pune L e a5 D
Auto Insurance Comparison Engine Metlife oD

e

Comparators like Insurance Zebra (dba The Zebra)
provide transparency for consumers AND targeted risk
selection for insurers. The firm has attracted high-
profile investors and raised an additional $17M of series
A funding in_January 201 6.
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DIGITIZATION AND THE INSURANCE INDUSTRY

Connected policies

“Data and connectivity in the car should be an asset
to the consumer. Insurance is the first proof point.”

- Steve Pretre, Metromile Founder & CEO
Pay-Per-Mile Care Insurance Provider

Steve Pretre doesn’t believe that traditional insurers want a ‘
pay-per-mile model to win in the market. Primarily because a
new model would require traditional carriers to cannibalize
their existing business while outlaying significant investment
@) to restructure the enabling technology.

Copyright © Capgemini Consulting 2016 8
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DIGITIZATION AND THE INSURANCE INDUSTRY

Collaborative coverage

“EELm

“In less than 20 years, owning a car will be like owning a

horse.”

- Elon Musk, Tesla Motors CEO
Automotive and Entergy Storage Company

[ 5

Tesla cars already have an "Autopilot” feature and Elon Musk
expects fully autonomous cars in years - not decades. The
sharing economy AND autonomous transportation may
intersect soon, raising challenging questions about liability and
the viability of existing insurance products.

Copyright © Capgemini Consulting 2016 9
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DIGITIZATION AND THE INSURANCE INDUSTRY
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01 DIGITAL ENGAGEMENT ROBOTICS, IOT AND BIG DATA 05

Millennials (and increasingly others) are Connected devices create demand for new
looking to digital channels for functionality products and consumption models while

and support enabling a deeper data pool

02 PERSONALIZATION BLOCKCHAIN 06

K : .
Consumer’s increasingly view se cases are emerging (e.g., contracting,

themselves as a ‘segment of one” and P2P lending) and the full promise is not
create expectations inline yet defined

03 MARKET TRANSPARENCY

Transparency and research tools are
shining light on “me too” features and

MACHINE LEARNING 07

Moving past statistical models has broad
potential to reshape core insurance

creating pricing pressure functions
04 VALUE CHAIN DISAGGREGATION SHIFTING LIABILITY 08
Shifts in distribution and servicing have the The sharing economy is creating a
potential to separate insurers and customer fundamental shift in definitions of
relationships T S L -onsuiting 2015 ownership, access, and liability

Nascent Technologies




DIGITIZATION AND THE INSURANCE INDUSTRY
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DIGITIZATION AND THE INSURANCE INDUSTRY

Q1 2016 was the second strongest quarter ever in
insurance tech funding with 47 deals totaling
S650M globally.

Oscar’s latest S400M mega-round, led by Fidelity
Investments, values the startup at $S2.7B and
includes a host of well known investors.

and

disruption — new business models that provide
stripped down services to consumers that we don’t 2016 is on pace to nearly match the unprecedented leveloF

. . . investment seen in 2015. If QI results were replicated in
Serve — dare seeping th rOUgh the chinks in our the remaining quarters, the Insure Tech space would see
. ’ $2.68B in financing, with 188 total deals. 2015 was the first
indust Rl Sources: 1) Capgemini Analysis year where investments in health related and non-health 12

2) “Insurance Tech Startup Funding”, CB Insights, 2016 sectors were approx/mate/y equa/. Copyright © Capgemini Consulting 2016
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DIGITIZATION - A CALL TO ACTION

In this regard, digitization presents both a major challenge as
well as a major opportunity for insurers

How insurers respond will determine if they remain

relevant or if their customers will look elsewhere.

Copyright © Strategic Insurance & Risk Solutions 2016 ] 3
All Rights Reserved
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EMERGING DISRUPTIVE DIGITAL TECHNOLOGIES

5 = Internet of Things
= 3-D Printing
= Autonomous Vehicles

= Artificial Intelligence

Nanotechnology

Virtual/Augmented Reality

Copyright © Wilson Elser Moskowitz Edelman & Dicker 201 6] 5
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HOW DOES THE IOT WORK?

environmental activity
information

Copyright © Wilson Elser Moskowitz Edelman & Dicker| 201 6] 6
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WHAT IS THE INTERNET OF THINGS (I0T)?

The Third Wave of the Internet
or the 4th Industrial Revolution

A
Second wave - 2
development of in

Copyright © Wilson Elser Moskowitz Edelman & Dicker| 201 6] 7
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HOW DOES THE IOT WORK?

Data stores, In turn, interact
with analytics engines to

. provide feedback and control
to sensors.

Copyright © Wilson Elser Moskowitz Edelman & Dicker| 201 6] 8
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HOW DOES THE IOT WORK?

INTERNET OF THINGS

Copyright © Wilson Elser Moskowitz Edelman & Dicker| 201 6] 9
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HOW DOES THE IOT WORK?

Sensor-driven
computing
converts these
perceptions into
insights which
operators and
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AN 10T WORLD

cording to Gartner, Inc., there are over
illion devices connected to the internet.

Copyright © Wilson Elser Moskowitz Edelman & Dicker' 2016 2 ]
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AN 10T WORLD

Industrial
internet

Fetiry

Connected
cities

Connected
cars

Wearables

tment Research

“The Internet of Things.: Making Sense of the Next Mega Trend,” Goldman Sachs
(Sept. 20]4) Copyright © Wilson Elser Moskowitz Edelman & Dicker| 2016 2 2
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THE INDUSTRIAL 10T

Copyright © Wilson Elser Moskowitz Edelman & Dicker' 2016 2 3
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THE INDUSTRIAL 10T
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THE INDUSTRIAL 10T

‘advanced scheduled” ‘breventative”
“critical failure”

Copyright © Wilson Elser Moskowitz Edelman & Dicker' 2016 2 5
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DIGITIZATION UP-ENDS TRADITIONAL BUSINESS
MODELS

services

' = Reduces certain risks a

/]while creating new ones

ategic Insurance & Risk Solutions 2016

e anu acturing'

Lad m@

Healthcare/Llfe Scches



MANUFACTURING

5= OMore than 50% of manufacturers participating in a study focused on
changing business models in a global marketplace planned to introduce

connected, i.e., loT products
- “Competitive Advantage in a Global Marketplace,” Oxford Economics (June 2013)

= Industry analysts expect that for loT-supported processes, manufacturers
will significantly strengthen their data acquisition/analysis and
continuous-feedback product improvement capabilities over the next 5 -
10 years.

= Product performance data is used to improve overall product quality,
completely transform the product or augment the customer experience.

» (Connected products allow manufacturers to fulfill customer need for
additional product just-in-time, blurring the line between product and
service.

Copyright © Strategic Insurance & Risk Solutions 2016 2 8
All Rights Reserved



3-D PRINTING (ADDITIVE MANUFACTURING)

manufacturing medical devices, auto/aircraft parts, and building structural
components

= Allows manufacturers to print products tailored to the customer

= Uses WIFI/Ethernet, programmable logic controller, and mechanisms to
control the printing process

= Technology is evolving quickly with millions of commercial and home units
expected to come on-line in the next five to ten years.

= May 2016: first FDA guidance on the design, manufacturing of 3-D-printed
medical devices (“Technical Considerations for Additive-Manufactured
Devices” )

Key risks include consumer/patient data security, software
flaws, file conversion errors, hacking of printing instructions,
malicious modification of the printing process, potentially

“I wish I'd never bought Harold that
3-D printer.”

leading to defective products, property damage and personal S -
. . mage. e New rorker
I nJ u ry. Copyright © Strategic Insurance & Risk Solutions 2016 2 9
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AUTONOMOUS VEHICLES - MAKING INROADS

O Systems assist with or Laser or radar systems Sensors detect vehicles in

perform vehicle parking monitor adjacent vehicles blind spot
and adjust speed

Drivers alerted to lane drift  Auto-pilot function uses

sy )

radar, sensors, cameras, ‘ : ; | -
and GPS to steer

=/ Fully-autonomous vehicles are in the test phase.
= /2016 saw the first two accidents caused by autonomous vehicles.

Key risks include vehicle communication platform data security, commandeering of
dashboard controls & navigation systems, GPS spoofing, software defects, property damage,

and bodily injury.

All Rights Reserved



TRAFFIC MANAGEMENT

> sOAIM - Autonomous Intersection Management
(& = Works best with autonomous vehicles
= |nteracts with traffic signal systems, vehicles, and drivers (if vehicles
not self-driving)
= Data-driven
= Traffic data from satnav
= GPS
= Smartphone apps
= Camera images
= Benefits include optimized safety and
traffic flow and reduced emissions

Key risks include system hacking, commandeering,
traffic stoppages, business interruption, property

damage, and personal injury.

Copyright © Strategic Insurance & Risk SO
All Rights Reserved



AUTONOMOUS TRUCKING SYSTEMS

o =OCurrent technology limits truck automation to highways
® and certain functions such as accelerating and braking.
= Drivers required to maneuver smaller roads and take over
in an emergency
= Key players: truck manufacturers, e.g., Daimler-Benz and
Volvo, and upstart, Uber
= Fully-automated trucks not expected for 15 - 20 years
= Benefits include reduced accidents & shipping costs and
ability to monitor and control fleet in real time.

Key risks, which are similar to those of AVs,
include commandeering of dashboard controls &

navigation systems, software flaws, cargo loss,
property damage, and personal injury.

Copyright © Strategic Insurance & Risk Solutions 2016 3 2
All Rights Reserved



WAREHOUSING - INVENTORY MANAGEMENT

Key risks include
data security,
software flaws,
system/robot
commandeering,
inventory loss,
property damage,
and personal injury. B |
- -H -,‘r'! .

O

Copyright/©Strategic Insurance & Risk Solutions 2016
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DRONES - NO LONGER FLIGHTS OF FANCY

Explosion in use of unmanned drones for such diverse functions as farm
management, natural disaster surveillance, medical supply delivery, and
wildlife conservation/anti-poaching

= Particularly useful in developing countries or rural areas without
extensive road systems
Can upload data to cloud in real-time for customer analysis and
decision-making
In June 2016, the U.S. FAA finalized rules for civil drones of < 25 kg.:
= Line of sight
= Below 400 feet
= Away from people
= Next step: passenger drones

Key risks include privacy violation, intruder commandeering, airspace interference,
property damaQE, and perSOnaI InJury. Copyright © Strategic Insurance & Risk Solutions 2016 34
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HEALTHCARE/LIFE SCIENCES - REG -TECH

CONVERGENCE

—

s=OThe Affordable Care Act with its focus on disease prevention ,

A treatment in non-clinical settings, and individualized care : C
(“Precision Medicine Initiative”) is encouraging innovation in the _ ,\I'I_UPMB”_,
areas of medical data management/analytics and CARE ACT 4

diet/lifestyle/disease monitoring and management.

= M-health technology, i.e., apps and wearables that facilitate
monitoring and management of health conditions, is
expanding rapidly.

Wellness apps

Portable sensors, e.g., Fitbit

WebMD

DoctorOnDemand

Networked health monitoring devices with apps, e.g., Cellscope

Copyright © Strategic Insurance & Risk Solutions 2016 3 5
All Rights Reserved



HEALTHCARE/LIFE SCIENCES - REG -TECH

CONVERGENCE

-

FACA

s5eOApps to monitor efficacy and side effects of new drugs
A = Surgical robots
= Sutures to sensors £°3 _
. : ¥  AFFORDABLE
= Measure physical strain CARE ACT
= Siphon body fluids for analysis

= Disease data mining to identify mutations and disease linkages
and develop new therapies

= Gamification

= Biodegradable implants to monitor vital signs

= BioStamp Research Connect (stretchable electronics)

Key risks include patient data security, data integrity, medical
device intrusion and control, software/algorithm flaws,

defective devices, inadequate training (for robot use),
personal injury, and violation of laws and regulations.

Copyright © Strategic Insurance & Risk Solutions 2016 3 6
All Rights Reserved
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[OT GROWTH: AT WHAT COST?
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INSURANCE INDUSTRY INTELLIGENCE ON 10T RISKS

> O AlG/Consumer Electronics Association White Paper: _

C “The Internet of Things: Evolution or Revolution?”:

“From cyber breaches to shifting questions of property and
products liability, businesses cannot afford to enter this new
technological world unprepared.

For example, every object that connects with the Internet is The Internet of Things:
another entry point through which the cyber-criminals can Evolution or Revolution?
enter a business’ enterprise system. Vot L Sadk
Equally dangerous, in a world where machines replace humans
as the decision-makers and sensors are continually capturing
data, serious questions of liability, resulting physical damage,
and privacy arise.”

(8 CEA

Copyright © Wilson Elser Moskowitz Edelman & Dicker 2016 3 9
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INSURANCE INDUSTRY INTELLIGENCE IOT RISKS

Business Blackout

identified the IoT as ha
high risk impact potential
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ATTACK ON UKRANIAN POWER GRID

On 12/23/2015, a cyber attack ;
shut down the Ukranian power *

;, | = g A b %’i-\i

W)
L

W 1 R
= -‘N“"
' "“:';AVE‘E—L‘W_» .-7;‘;-: _ -. ll 2

(Photo: Reuters)
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ATTACK ON UKRANIAN POWER GRID

ICS-CERT

WOUSTRIAL CONTROL SYSTEMD CYSER EMURGENCY REEFONSE TEAM

JOME ABOUT I1CSIWK INFORMATION PRODUCTS TRAININIG FAQ

Alert ('R'ALERT'H'1 6-056'01) More Alerts
Cyber-Attack Against Ukrainian Critical Infrastructure

Orgnal release date: February 25 2016

o P # oo HSwe @ v

= Legal Notice
D H S C 0 n C | u d e d t h at Owe r sk All wformanon products included n hitp /4Cs-&a us-cert gy are provded "33 8™ for infvmananal purpeses. only. The
Departrment of Homefand Secunty (DHS) does not provide any wartsstes of any kind regarding any information

Training comaned wihn. DHS does not andonse 3ny commertas product O secvice, rafacerced n 1his product of otheraise
Further dizsemination of s product & governad by the Trafhe Light Prolocol (TLP) markng in the hesser For more

outages were caused by a cyber EERS | Mrs e

Assassments

at t a C k " Standards & Reterencas SUMMARY

Retated Sites On Dacerar 23, 2015, Usraman power comparnes expenented unscheduled pows: outnges ampactng 8 large number
of customees 0 Ukrama I sddion, Iheee hava alsa been sepons of matware found in URZainian comganies in a vanaty of

FAQ crbcal infrastructuee sectors Puble raports indicate that the SiackEnergy (BE) madware was dscovarad on he
companies camputar networks, howsver it 15 mmportant %0 nota that the role of BE in thes svent remarns unknown penddng
Surthar Behng @ analysis

An mieragency loam compesed of represantativas from the Nasonal Cybersecunty and Comemunications Integrabion
Canter (NCCIC Mindustnal Contral Systemns Cyber Emergency Response Team (ICS.CERT) U S. Computer Emergency
Readiness Team |US-CERT), Department of Energy. Fedetal Bureau of Investigation, and the North Amencan Eleciri
Relahiity Corporation kaveled to Ukrans (10 collsborate and gasn mors msight The Ukravsn governmeal worked clossly
and opanly with the U S team and shared inforrason 10 help prevent fulure cyber-aftacks

This report provides an account of the events that took place based on mtervews with company personnel. This report s
beng shared for sdunbonal awareness and network defense purposes. ICS-CERT strangly encourages organcations
across all sectors 10 review and employ the miligstion stralegres listed below

Addtonal sormation on this Incident axluding Bcnnies! indeators can be found n the TLP GREEN alen (IR-ALERT-H-
16-043-01P and subsaquent updates) That was reledsed 10 e US-CERT secure portal US coitical infrastrocbure assst
CamEes 8nd aperatons can request access 10 thes nformation by émaileg ws-<atifiiha ahs ¢
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WHAT ARE THE PRODUCT LIABILITY LITIGATION

RISKS?

Small glitches impacting hundreds of thousands
or millions of devices is an ideal recipe for
product liability no-injury class action litigation.

Copyright © Wilson Elser Moskowitz Edelman & Dicker 201 64 3
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EMERGING PRODUCT LIABILITY CONSIDERATIONS

o mONew types of experts required: software engineers
® & cyber security specialists

= Currently, no standards governing loT products

= Reporting obligations to government safety
agencies (CPSC, FDA, NHSTA & FTC)

= Product recalls/corrective actions

- mﬁ;\
= OWhat will be the remedies and at what cost? (‘ \

CONSUMER PRODUCT

‘cm SAFETY COMMISSION

e J

s>

Copyright © Wilson Elser Moskowitz Edelman & Dicker 2016 44
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NEW ISSUES - SECURITY V. PRIVACY

omOWhat role / responsibility will the consumer bear if he/she
® isn’t tending to his/her own data security?

= |s the responsibility to update software or prevent malware
up to the individual, the business stakeholders or both?

= Who has custody, ownership and control of the data?
= Security management throughout the lifecycle of a device

= OSecuring the supply chain - chips, software, network: each
connection point is a potential vulnerability

o (Cost concerns: cheaper loT-connected products may be
less secure, but more popular in the market than
expensive, more secure products

Copyright © Wilson Elser Moskowitz Edelman & Dicker 2016 4 5
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Which policies will respond?

A. CGL

B. Umbrella

C. Aviation

D. E&O

E. None of the above
F. All of the above

(Image: New England Patriots)

47



SCENARIO | - INSURANCE RESPONSE

A rogue employee operated a drone to collect video film footage of a
party at the estate of Patriots’ quarterback, Tom Brady. Mr. Brady claims
an invasion of privacy with resulting mental anguish. et

PAI ? ? ? X

Bodily Injury ? ? ? X

/



SCENARIO 1]

An autonomous vehicle (AV) leased from Zipcar strikes a school bus filled
~ with high school football players, causing mass casualties. Investigation
reveals the proximate cause was the hacking of the AV’s navigation

tem. A T e

- L < ~ ‘-: Y —— - - - - »? -
P S0 .".'.-', = A 5

= - -

Which pc
= A. Auto liability A
B. Products liability/auto manufac - . . Autonomous Drive
C. Products liability/navigation system manufacturer =
/) D. Cyber liability/Wifi system manufacturer

E. None of the above
F. All of the above (Photo: Nissan)



SCENARIO Il - INSURANCE RESPONSE

An autonomous vehicle (AV) leased from Zipcar strikes a school bus filled
with high school football players, causing mass casualties. Investigation
reveals the proximate cause was the hacking of the AV’s navigation
system.

Exposure Auto - Zipcar PL - Auto PL - Navsys Cyber liability -
manufacturer manufacturer Wifi system
manufacturer
? ? ?

Bodily Injury

%



SCENARIO 111

Which policies will respond?

o~
y

PA Sensor and Delivery System
‘ . -~ = ;.

A. Products liability/device manufacturer
B. Products liability/software developer

= C. Cyber liability/device manufacturer Paient Hlctrnics_ |
= D. Cyber liability/software developer e .
= E.D&O e,

F. All of the above
G. None of the above

51



SCENARIO Il - INSURANCE RESPONSE

A software flaw in a connected medical monitoring device allowed the
device to be hacked, compromising patient data. This data integrity issue
led to errors in diagnosis, drug therapy, clinical intervention, e.qg.,
unnecessary surgeries, personal injury, and even death. A class action
was filed, the device manufacturer’s stock price plummeted, and
stockholder litigation ensued.

Exposure PL - Device PL - Software Cyberllablllty- Cyber liability -
manuf. dev. Dev. manuf. Software dev.

Data breach -
privacy invasion

Bodily injury

Share. deriv./
sec. class action

%



SCENARIO IV

a Which policies will respond?

= A. Products liability/specs designer

B. Cyber liability/internet service provider

C. Products liability/3-D printer manufacturer
D. Consumer’s Homeowner’s policy

E. All of the above

F. None of the above

53



SCENARIO IV - INSURANCE RESPONSE

A consumer downloaded from the Internet to his home 3-D printer the
specs for manufacturing a handgun. During the download process, the
specs data was corrupted. This caused the printer to produce a defective
handgun. The defect caused the handgun to misfire, killing the
individual’s best friend.

Exposure PL - Specs Cyber liability - PL - Printer Homeowner’s -
designer Internet service manufacturer Consumer
provider
X ? ?

Bodily Injury

%



SCENARIO MEETS REAL LIFE

= On10/21/2016, a hacker created a botnet by stringing together DVRs,
webcams, and other products incorporating loT devices.

= The botnet launched an unprecedented denial-of-service attack on

‘Dyn, a domain name service shared by the New York Times, Twitter,
ify, and other web sites and services, that particularly affe

ne web sites and se

How does insurance respond? G
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DIGITIZATION - BIG DATA AND THE CUSTOMER ARE

KING

o wOBig Data provides insurers with actionable insights and a

more accurate picture of hazards, risks, and exposures

Data aggregation across risks and industries allows for
greater accuracy in risk assessment

Insurers will have the ability to prevent losses through
regular feedback to customers on data

Pressure for insurers to quickly expand data collection and
analytics capabilities and to leverage this data by creating
new pricing models and products and modifying
underwriting decision-making

between insurer and insured

Copyright © Strategic Insurance & Risk Solutions 2016 5 7
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DIGITIZATION - INCREASED CUSTOMER-CENTRICITY

o= Coverage customization
= Ability to meet shifting insurance needs

= Smart systems will keep insureds and insurers apprised of
changing risks and exposures

= For commercial customers, need for stated insurable values
eliminated

= HPolicies and premiums can be adjusted daily

Copyright © Strategic Insurance & Risk Solutions 2016 5 8
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DIGITIZATION - RECASTING UNDERWRITING

" |ncreased accuracy in rates and
premiums

" Premiums expected to decrease as
risks and exposures are better
understood and managed in real-
time

" |nsurers and insureds partner to
actually reduce risk

As losses decrease, profitability
increases

= Examples

= Avoidance of pollution
event

= Fmployee fraud detection
" |ndustrial equipment failure

As customer experience improves,
so should customer retention

Copyright © Strategic Insurance & Risk Solutions 2016 5 9
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HYBRID PRODUCT /SERVICES SOLUTIONS

But . .. As risks and exposures decrease, so will the
need for certain traditional insurance products such
as first- and third-party personal auto and business
Interruption

Resulting premium revenue loss may be offset, at
least in part, by offering services in conjunction
with other service providers that complement
insurance products and meet customer needs

Copyright © Strategic Insurance & Risk Solutions/ 2016 60
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EMERGING INSURANCE COVERAGE CONSIDERATIONS

5 @
. . . . .
= Cyber policies traditionally don’t cover property damage ’ 8
and bodily injury ’ \
= CGL, Products Liability, E&O and D&0O may cover some &
losses g \

= Difference-in-conditions coverage may be needed

Copyright © Wilson Elser Moskowitz Edelman & Dicker 2016 6 ]
All Rights Reserve d



EMERGING INSURANCE COVERAGE CONSIDERATIONS

nal insurance for data security/priy

General Liability - - Pre—claim expenses
traditionally do not | - Damage to electronic data
cover: . Criminal or intentional acts of the insured or its employees

—

Property - typically
limits coverage to:

. . . - Direct loss from employee theft of money, securities or other
Fidelity/Crime - tangible property

generally I'm'F - Even broadened computer crime coverage is usually limited
coverage to: - Often expressly exclude coverage for the theft of data or information

Errors and
Omissions -

typically limit
coverage to:

Copyright © Marsh 2016 6 2
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EMERGING INSURANCE COVERAGE CONSIDERATIONS

|
security/privacy exposures - some coverage eleme
: i

Privacy and security-related

_
Information asset

h
_—

Business interruption/extra expense

Cloud protection

Cyber crime

Cyber extortion

Criminal reward fund

opyright © Marsh 2016 6 3
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EMERGING INSURANCE COVERAGE CONSIDERATIONS

Capacity for certain
risks

Response Mitigating
of guesswork

underlying

Cover
consistency




EMERGING INSURANCE COVERAGE CONSIDERATIONS

= Entire industries that previously were not
considered at risk now are. These include:
= Any business connecting to the Internet
and collecting customer data
= Any business that manufactures, sells or
distributes any Internet-connected
device

= Most businesses, and their insurers, don’t
realize the extent of their digital/loT risk.

Areas of Potential Gaps in Cyber Liability
Policies for Digital /IOT-Related Losses

Most cyber liability policies do not cover
property damage, bodily injury, regulatory
action or recall

Examples where this can become an issue

= Misread data or algorithm design flaw
resulting in physical loss

= Malfunctioning of remote-controlled
sprinkler system causing damage

= Hacking of baby monitor leading to
regulatory enforcement action against
manufacturer

Copyright © Strategic Insurance & Risk Solutions 2016 6 5
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EMERGING INSURANCE COVERAGE CONSIDERATIONS

= Exclusion for “work that has not yet been completed or
abandoned”

= Failure of medical devices incorporating sensors or that
communicate through and received instructions via apps
= Failure of remote-controlled HVAC system

= Loss caused by algorithm, not device or system

= Because algorithms may be changed, work may be seen as
incomplete, and the exclusion may apply to preclude coverage

= Exclusion “p,” which precludes coverage for “loss of, loss of use
of, damage to, corruption of, inability to manipulate data,” may
aISO apply tO bar COVE rage Copyright © Strategic Insurance & Risk Solutions 2016 66
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EMERGING INSURANCE COVERAGE CONSIDERATIONS

Drones - coverage issues

That term is not
policy.
A A
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EMERGING INSURANCE COVERAGE CONSIDERATIONS

O Exclusion “g” in a standard CGL policy is an example of the type of aircraft/auto/watercraft
exclusion that could preclude coverage for drone use:

“Bodily injury” or ‘property damage” arising out of the ownership, maintenance, use or
entrustment to others of any aircraft, ‘auto” or watercraft owned or operated by or rented or
loaned to any insured. Use includes operatlon ana’ ”/oaa’/ng or unloading.”

This exclusion applies even if the c/a/ms aga/nst a/zy /nsurea’ allege negligence or other
wrongdoing in the supervision, hiring, emp/ayment training, or monitoring of others by that
insured, if the “occurrence” which caused the odilyinjury” or ‘property damage” involved the
ownership, maintenance, use or entrustment to others of any aircraft, ‘auto” or watercraft that is
owned or operated by or rented or loaned to any insured.

This exclusion does not apply to:

(4) Liability assumed under any ‘“insured contract” for the ownership, maintenance or use of

afrcraft or watercraft ...

Copyright © Marsh 2016 6 8
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EMERGING INSURANCE COVERAGE CONSIDERATIONS

Potential coverage under standard GL policies
= Non-owned drones

= Liability for drones assumed under gn mdémnlty
agreement that qualifies as an m.su'red contract

= Personal and advertising injury (PAi) PAI (PAI) IS
not part of the standard GL policy’s aircraft exclusion

But, a June 2015 ISO Unmanned Aircraft Exclusion (CG2109-0615)

specifically excludes PAI, Bl, and PD

Copyright © Marsh/ 2016 6 9
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EMERGING INSURANCE COVERAGE CONSIDERATIONS

Drones - aviation policies

= Contractual Liability
can be written back in

T = Hangarkeepers can be made av
/p

Copyright © Marsh 2016 70
All Rights Reserve d



O
/3 Digitization: Transforming the Risk, Liability, and Property-Casualty Insurance Arena - October 27, 2016



HOW INSURERS CAN RESPOND

BUY I
Venture funds
M&EA

JOIN IT

Partnerships and
open innovation

active, merely an
dustry that is

r
‘0 win, established
as will have to find ways to
ofit from the change.

lennials, blockchain, IoT - all are areas that we
don’t fully understand. And yet, we know they will
be mission critical to our business. We must do
more than react. The question is: How do we use
these trends, capabilities, and segments to
proactively open up fundamental new
opportunities for our business?

Copyright © Capgemini Consulting 2016 7 2
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HOW INSURERS CAN RESPOND

JAN AN And, yet, investment does not equsz
value from

(A

_—

a
-

been made but
5 Impulsive Balanced stments that were made
— on knew how to extract
c je from them. The structural elements
O CIEJ underpin successful investment, e.g.,

— \ar\ nnovation process, operating model, governance,
_CD 8 can’t be neglected. Firms that balance investment
e and readiness have a greater ability to maximize

\ Stagnant Cautious existing outlays and evolve their strategy as the
market shifts.

Organizational Readiness

Copyright © Capgemini Consulting 2016 7 3
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HOW INSURERS CAN RESPOND

he new
s, and business

Rl ] Future Proof
. G" My Business

!

. il

O ‘/1 . =
~ Uﬂ/OCk My Unlock the value hidden away in prior investments
y evolving the human, operational, product an
/ Previous by evolving the h ional, product and
\ f /n Vestments business model development processes that are
needed to do so

7~
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HOW INSURERS CAN RESPOND O e ooy

might we create an
system that improves
- “stickiness” with the RIGHT
parts of my risk pool?

value chal
entrants?

v,
/
w might we maximize How might we leverage How might we fund
perceived value of my digital to better empower changes in the business by
existing products? and engage my improving efficiency
O employees? through digital?

Copyright © Capgemini Consulting 2016 7 5
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HOW INSURERS CAN RESPOND

promise of oul

technology and p
investments?

O
Y,
/
w might we enable How might we
\ ais customization fundamentally change the
without creating new Total Cost of Ownership?

products?

Unlock My
Previous
Investments

night we improve the
oduct group’s agility

- and speed to market?

How might we fund
changes in the business by
improving efficiency
through digital?

Copyright © Capgemini Consulting 2016 76
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HOW INSURERS CAN RESPOND

START OF THE
m JOURIE" e Your

nsurer

f | J|
B REAL-TING | __ : L'cmcs
Inuim| Tl OFFERS O -
# / = =
X8 v —
‘L:‘ A y @— 3
] 2N i et

i Y Y our
PANE S : insurer | CHANNELS
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HOW INSURERS CAN RESPOND

: - the future

look like?

KPIs
How will you know if you are succeeding?

Transforming an existing insurer in
response to these challenges -
[ (] [ ] M
is not a trivial task. Responses Customer Insights
are required at several ¢
j ] 9 ﬁ/ Customer Journeys
different levels - and Customer Journeys How will you meet those customer requirements?

alignment and consistency - _
) @;Eﬁ Capabilities, Operating Model and Governance
between the levels is key Capabilities, Operating Model and Governance What is required to deliver those journeys?

g9
4
to the Insurer’s oy _
&S Transformation Map
SUCCesSS. Transformation Map How will you deliver to those requiréments?
@ Business Case
Business Case Why is this a good idea?

Copyright © Capgemini Consulting 2016 7 8
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Customer Insights
What do your target customers want, need, and value?
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