Innovations in Modeling
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I

))\AIR WORLDWIDFE



The Cas alt¥ AC u%rlal Sometty Is committed to adhe rln% étrlcgg to the
letter.an 31p rit of the antitrus Iawds. minars . condu?t u r the
auspices of the CAS are.designe soe%/to rovide aboru.m or the
exg ession of various points ot view .on topics desc ribed in the
programs or agendas for such meetings.

Under no circumstances ?,hall CAS seminars bg used a CF a means for
cor,p#%tlncg cohmPanles or firms to.reach any understan . mg — ex Eessed
o¥| é:)l — that restricts Cé)mpetltlon or in an\sl Wg }/}lmpal S the ability
of mem e;s to exercise In erloendent business judgme t regarding
matters affecting competition.

It is the responsibility of all seminar participant st% be aware of
antitrust re uIIatlo S, to prevent %nty Hte Qr ve rbal dlscussmrhs that
aRPear to oattet ese laws, and to adhere In ever Yy respect to the CAS
antitrust compliance policy.
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INTERNET PROBLEMS REPORTED




Aggregation Uncertainty Limits Cyber LOB Growth

Most Portfolios Can’t Be Managed Around Market Shar  es
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GDPR Wil Increase Demand for Cyber Insurance

The cost of doing business
will increase

/- Breach natification requirements \

* Right to access

* Right to be forgotten
« Data portability
* Privacy by design

Significant fines for
non-compliance

" €20 Million

or

& Data protection officers /

0
& 49 of Turnover 2
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Detailed Accumulation Approach Provides a More
Accurate View of the Risk

Market Share Approach Detailed Accumulation Approach
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Detailed Accumulation Modeling Process

Start:

Identify exposures
that will be impacted
by aggregation

scenario

Uncorrelated view of Organize exposures
exposures in around aggregation
portfolio points
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Step 3:

Calculate ground-up
and insured losses
for scenario
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Any Commercial Policy Can Be Modeled

Standalone Cyber
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Model Flexibility Provides Transparency

Targeted
Organisations

Event Duration

Recovery

Vulnerability
Assumptions

Assumptions
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Uncovering the Virtual Supply Chain




Scenario Analysis Reveals Key Information About a Book

USD Millions
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Cloud Breach Scenario: Losses Over Time By Industry

Outage length
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Retail Trade
—Information
—Health Care and

Social Assistance

—Manufacturing

—Financial Services
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Machine Learning Informs Probabilities
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Decision
Forests

: Breach
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Cyber Security Features: Rating Variables in

v

Probabilistic Model

Antivirus Intrusion Email Filters
Effectiveness Detection
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: : : Security
File Sharing Firewall Health Ratings
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Questions




