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Innovations in Modeling 
Cyber Risk
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Antitrust Notice

The Casualty Actuarial Society is committed to adhe ring strictly to the 
letter and spirit of the antitrust laws.  Seminars conducted under the 
auspices of the CAS are designed solely to provide a forum for the 
expression of various points of view on topics desc ribed in the 
programs or agendas for such meetings.

Under no circumstances shall CAS seminars be used a s a means for 
competing companies or firms to reach any understan ding – expressed 
or implied – that restricts competition or in any wa y impairs the ability 
of members to exercise independent business judgmen t regarding 
matters affecting competition.

It is the responsibility of all seminar participant s to be aware of 
antitrust regulations, to prevent any written or ve rbal discussions that 
appear to violate these laws, and to adhere in ever y respect to the CAS 
antitrust compliance policy.
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Aggregation Uncertainty Limits Cyber LOB Growth
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GDPR Will Increase Demand for Cyber Insurance

The cost of doing business 
will increase

Significant fines for        
non-compliance

€20 Million

or 

4% of Turnover

• Breach notification requirements

• Right to access

• Right to be forgotten

• Data portability

• Privacy by design

• Data protection officers
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Detailed Accumulation Approach Provides a More 
Accurate View of the Risk

Market Share Approach Detailed Accumulation Approach
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Detailed Accumulation Modeling Process

Start:

Uncorrelated view of 
exposures in 

portfolio

Step 1:
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around aggregation 

points

Step 2:

Identify exposures 
that will be impacted 

by aggregation 
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Calculate ground-up 
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Any Commercial Policy Can Be Modeled

Standalone 
Cyber

Silent CyberCyber 
Endorsements
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Model Flexibility Provides Transparency

Targeted 
Organisations

Vulnerability 
Assumptions

Event Duration

Recovery 
Assumptions
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Uncovering the Virtual Supply Chain
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Scenario Analysis Reveals Key Information About a Book
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Machine Learning Informs Probabilities 

Decision 
Forests

Claims Data
Breach 

Predictors
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Cyber Security Features: Rating Variables in 
Probabilistic Model

Antivirus 
Effectiveness

File Sharing

Intrusion 
Detection Email Filters

Firewall Health
Security 
Ratings
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Questions


