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Agenda

• Coverage

• Types of Insureds

• Losses



3

Coverage
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Third Party Liability (and E&O)

• Network Security Liability
• Liability arising out of an insured’s failure of computer security. 

• Transmission of virus, denial of service, unauthorized access

• Release of confidential information

• Privacy Liability
• Loss of PII (personally identifiable information) or confidential information such 

not related to a security failure, such as lost backup tapes or missing hard 
drives.  

• Regulatory Proceedings (usually a sublimit)
• Coverage for defense of any resulting liability, including insurable fines and 

penalties arising out of regulatory actions.  

• Media Liability
• Liable, slander, defamation, copyright or trademark infringement.

• Professional Liability/Errors & Omissions
• Cyber Coverage is often included within a professional liability.  Common with 

Tech & Software. 
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First Party Coverage

• Breach Event Expenses
• Notification Costs – 46 states have cyber breach notification laws on the 

books. 

• Forensic Costs

• Credit Monitoring

• Network Business Interruption
• Lost income and extra expense when a network is down as a result of 

network security failure.

• Digital Asset Protection
• Costs related to restoring or recreating lost data resulting from a security 

failure.  

• Cyber Extortion
• Costs related to responding to an extortion event.  
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Security & Privacy

• Security & Privacy Insurance responds to important third party liability 
for claims arising from:
• A failure of the insured’s network security

• A failure to protect personally identifiable information including disclosures as a result of social 
engineering attacks (e.g., phishing)

• Violation of any federal, state or local privacy statute alleged in connection with failure to protect 
confidential information

• Duty-to-Defend coverage

• Broad definition of “confidential information” and “computer system”

• Coverage extends to information held by “Information Holders”

• Endorsement available for regulatory fines/penalties and PCI 
assessments
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Cyber Extortion & Network Interruption

• Cyber Extortion Insurance pays to settle network security related 
extortion demands made against the insured.
• Triggers when there is a threat to commit a computer attack against the insured and a demand for 

money to terminate the threat

• Includes the costs of investigations to determine the cause of the security threat and to settle the 
extortion demand

• Network Business Interruption Insurance responds to an insured’s loss 
of income and operating expenses when business operations are 
interrupted or suspended due to a failure of network security
• Broad definition of loss includes lost business income, normal operation expenses (including ––

payroll) and those costs that would not have been incurred but for the interruption

• System Failure can be added by endorsement

• Limited coverage for outsource provider - $100,000

• Waiting hour period applies
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Event Management

• Responds to the costs to retain services to assist in managing and 
mitigating a covered privacy or network security incident
• Includes costs to notify consumers of a release of private information

• Costs of credit-monitoring or other remediation services to help minimize damages.  Credit 
monitoring not limited to 12 months

• Forensic Investigation Coverage

• Public Relations/Legal Assistance Expense Coverage

• Call Center Services

• Goodwill notification – not limited to state notification or legal 
requirements 

• Can be offered on a Monetary (Insured uses own vendors) or Number 
of Affected Persons (Insurer handles) basis 

• Includes costs associated with losses to information assets such as 
customer databases
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Reputational Risk 

• Whether accidental or malicious, data breaches can spell disaster for 
an organization’s reputation

• Diverse state notification requirements may require an organization 
to disclose detailed information about a data breach, no matter the 
size or scope

• In today’s digital age, both traditional and social media spread 
negative publicity swiftly 

• If not handled efficiently and correctly, a data breach could ruin an 
organization:

– Disrupt operations

– Decrease customer loyalty

– Damage brand image

– Create negative perception in marketplace
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Reputational Risk 

• Coverage for confidential information protected under foreign privacy 
laws and breach notification laws; 

• Expansion of the definition of a privacy event to include the failure to 
comply with an organization’s privacy policy or the wrongful collection 
of confidential information; 

• Inclusion of a “goodwill option” providing an adaptable response to 
event management giving a policyholder the option to offer a credit, 
coupon or rebate for future purchases in lieu of credit/identity 
monitoring in the event of a data breach;

• An updated definition of computer system to include coverage for an 
organization’s use of cloud computing resources. 
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Type of Insured
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Who’s Buying?

• Started with Tech companies as an E&O add-on.

• Retailers/e-tailers are big purchasers.

• Financial Institutions

• Healthcare

• Hospitality 

• Manufacturers are starting to buy for business income protection

• Education



13

Security/Privacy Concerns by Industry

• Manufacturing – Corporate confidential information; Concerned about 
network interruption/cyber extortion

• Retailer/Hospitality – Rogue employees with card skimmers; Malware 
on point-of-sale (POS) terminals; franchise issues

• Education – IT issues: weaker controls; decentralized; student 
turnover; budgets/attracting IT talent

• Healthcare – Higher than average employee turnover; shrinking 
operational budgets; Accountable Care Organizations (ACOs); Health 
Information Exchanges (HIE) 
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Losses
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Breaches
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Breaches



American International Group, Inc. (AIG) is a leading international insurance organization serving customers in more than 130 countries and jurisdictions. AIG companies serve commercial, 

institutional, and individual customers through one of the most extensive worldwide property-casualty networks of any insurer. In addition, AIG companies are leading providers of life insurance 

and retirement services in the United States. AIG common stock is listed on the New York Stock Exchange and the Tokyo Stock Exchange.

AIG is the marketing name for the worldwide property-casualty, life and retirement, and general insurance operations of American International Group, Inc. Products and services are written or 

provided by subsidiaries or affiliates of American International Group, Inc. Not all products and services are available in every jurisdiction, and insurance coverage is governed by actual policy 

language. Certain products and services may be provided by independent third parties. Insurance products may be distributed through affiliated or unaffiliated entities. Certain property-casualty 

coverages may be provided by a surplus lines insurer. Surplus lines insurers do not generally participate in state guaranty funds and insureds are therefore not protected by such funds.


