
1
1©2019 AIR Worldwide CONFIDENTIAL

Advances in Cyber Risk 
Modeling
Ratemaking, Product and Modeling (RPM) Seminar 
& Workshops
Wednesday, March 27, 2019 
9:30-10:45am

Pamela Eck
Cyber Security Scientist
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Cyber Insurance Industry 

Probabilistic Cyber Modeling

What is Silent Cyber?

Q&A

Agenda
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Cyber Insurance Industry 
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Cyber Attacks and Causes of Loss Continue to Evolve 

October 2016

February 2017

May 2017
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Cyber Attacks and Causes of Loss Continue to Evolve 

September 2017

December 2018May 2017
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What does and doesn’t a cyber policy cover?

Included
– Security Breach

• Forensics
• Notification 
• Overtime salaries
• Call Center
• Post-event monitoring
• Other expenses

– Extortion Threats
– Business Interruption And Extra 

Expense
– Public Relations Expense
– Security Breach Liability

Excluded
– Acts of war
– Acts of nature
– Satellite failure or malfunction
– Criminal, dishonest, malicious 

or fraudulent act or any willful 
violation of any statute or 
regulation committed by an 
“insured”, acting alone or in 
collusion with others

– Action or proceeding brought 
by, or on behalf of, any 
governmental authority or 
regulatory agency 
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Not Just Large Corporations Are Seeking Cyber Coverage

Source: Advisen and Partner Re, 2018

Furthermore, 76% of existing insureds seek higher coverage and limits
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Cyber Insurance Take-up Rates Vary Widely

Manufacturing

All Other Industries

Financial institutions
Retail/Wholesale

Services
Power and Utilities

Hospitality and Gaming
Education

Communications, media and Technology
Health Care
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Cyber Risk Landscape Continues to Evolve

Little or no cyber data  the risk is not well understood 

Increased competition in a rapidly growing market

Businesses of all sizes are at risk

GDPR data/privacy regulations
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GDPR Fines Are Being Issued

11
11©2019 AIR Worldwide CONFIDENTIAL

Probabilistic Cyber 
Modeling
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Robust Risk Management Includes Several Approaches

Cloud Vendor X has 25% Market Share Cloud Vendor X is used by these specific 33% companies 
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Example 1:
Data Compromise
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Data on Wide Range of Security Incidents Available

pending
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Bias in Reported Data Requires Adjustment Using Claims
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Bias in Reported Data Requires Adjustment Using Claims
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Numerous Drivers of Risk to Consider

Spam 
PropagationFile Sharing

Exploited 
Applications

Patching 
Cadence

Botnet 
Infections

Industry Revenue
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Data Compromise Severity Is Driven by Number of Records Lost
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Sufficient Data Available to Validate Model Output
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Cyber Risk Policies Have Been Mispriced 
Comparison of Insurance Pricing vs Model Estimates 

Premiums = 2x Modeled AAL

Premiums = Modeled AAL

Modeled Security Breach Average Loss (USD)
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Most Data Compromise Results in Total Insured Loss
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Example 2:
Probabilistic Business 
Interruption
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Cloud Computing Trends by the Numbers

36% 70%
Compound 
annual growth 
rate of public 
cloud service 
industry 

Market share of 
top 15 cloud 
service providers

12%
Increase of IaaS 
as the primary 
work environment

Source: AIR

Source: 
McKinsey & 
Company 

Source: Wikibon
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Cloud Providers Can Fail for a Variety of Reasons

Environmental

Adversarial

Accidental

Structural
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Adversarial, 6.1%

Environmental,  
15.2%

Accidental, 16.7%
Structural, 62.1%

Cloud Providers Can Fail for a Variety of Reasons
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Factors Driving Severity of Cloud Downtime 

Cloud service provider recovery time

Business dependency on cloud

Company back-up plans

Company ramp up time
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Losses Change Throughout Downtime Event 
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Note: Analysis considers probabilistic distributions that impact recovery
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Historical Cloud Downtime Events

Microsoft Azure 
“Leap Year Bug”

•February 2012

Amazon Web 
Services US-East-1 

Outage

•June 2012

Microsoft Azure 
Global Outage 
(SSL Certificate 

Expiration)

•February 2013

Google Outage 
by Lightning Strike

• August 2015

Verizon 
Communications 

Inc Outage

•January 2016

Microsoft Office 
365 Email Outage

•January 2016

Salesforce Circuit 
Fault to NA14

•May 2016

Amazon Web 
Services S3 

Outage 

•February 2017
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Data on Cloud Downtime Incidents Available
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Not All Cloud Providers Are Equally at Risk
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Downtime Validation for One Cloud Provider
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(Re)Insurers and Brokers Leverage Cyber Risk 
Solutions Across a Number of Use Cases

Underwriting 
& Pricing

Portfolio 
Management Risk Transfer 
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What is Silent Cyber?
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A Year Ago, There Were 3 Categories of Cyber Risk

Standalone Packaged/Endorsement Silent Cyber

Affirmative Cyber
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Today, Some Would Argue There Are 4!

Standalone Packaged/Endorsement Non-Cyber Policy? Silent Cyber

Affirmative Cyber
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What Is Silent Cyber?

Situations where potential 
cyber exposures are neither 
explicitly included or excluded 
by an insurance policy

Cyber claims can be made 
across various LOBs

Source: OECD
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NotPetya: Silent Cyber vs. Affirmative Cyber

~USD 3.3B in claims with 90% attributed to 
silent cyber

USD 1.75B silent cyber losses from Merck & 
Co. alone 

Are bits of data an asset?

A debate of semantics?

Source: Artemis, 2018
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Ransomware
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Aggregation Events (Ransomware + Silent)

Business InterruptionBusiness Interruption

Point of Aggregation – e.g., 
OS

Point of Aggregation – e.g., 
OS

BI per dayBI per day

Patching Cadence scorePatching Cadence score

Backup/Recovery modelBackup/Recovery model

BreachBreach

Records AffectedRecords Affected

Ransom paymentsRansom payments

Cost of the records affectedCost of the records affected

Silent CyberSilent Cyber

Business Interruption

(Property policy)

Business Interruption

(Property policy)

Severity – high, medium, low
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Auto Risk
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Silent Cyber: The Fate of the Furious

The Fate of the Furious (2017)
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Attack Surface Categories
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Watch Hackers Steal a BMW in Three Minutes (3x speed)
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Vehicle Theft 

Data Theft

Physical Damage

Non-Operability (Bricking & 
Ransomware)

Scenario Types
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Oil and Gas Industry

46
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Oil and Gas Overview

Upstream

Exploration

Field 
Development

Production 
Operations

Midstream

Transportation

Processing

Storage & 
Distribution

Downstream

Manufacturing

Refining
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Generic Industrial Control System

•Temperature sensors
•Pressure sensors
•Flow rate sensors
•…

Input 
Devices

•Programmable Logic 
Controller

•Intelligent Electronic 
Devices

•Remote Terminal Units

Control 
System •Pumps

•Valves
•Turbines
•…

Output 
Devices
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Offshore Energy Insurance Policies

Control of 
Well/Operators 
Extra Expense
• Care, custody, and 

control sublimit

Physical Damage

Pollution Business Interruption
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Commercial Property
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Overview: Office Buildings

Generic 
“widget” 

model 

• Printer
• Fax
• Copier
• Laptop
• …

Printer

model

• Hewlett Packard     
• Canon                      
• Xerox                        
• Ricoh
• …

Core Hazard Model:

Probability of 
Commercial Fire Loss 

Severity

Regardless of the type of appliance that 
catches on fire or how the fire started 
(cyber or non-cyber), a commercial fire 
will exhibit the same physical behavior.

Market
Share 
70%

.

.

.

.

Office 
appliances 

that are 
considered 
embedded 

devices
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Details: Simulate Extreme Tail Events 

hacked

unhacked

unhacked

unhacked

hacked

hacked

Outputs provide three types of 
“switches” that can be turned 

on or off, resulting in eight 
different possible outcomes

To what degree each “switch” impacts the severity of 
loss will be based on expert opinion and judgement. 
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Cyber Risk Modeling Enables Business Growth

Optimize your underwriting strategy

Diversify portfolio with more confidence

Keep up with evolving risk landscape
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Q&A


