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Cyber Attacks and Causes of Loss Confinue to Evolve
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Cyber Attacks and Causes of Loss Confinue to Evolve
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What does and doesn't a cyber policy covere

Included Excluded
— Security Breach — Acts of war
+ Forensics - Acts of nature
+ Notification - Satellite failure or malfunction

+ Overtime salaries

. Call Centor — Criminal, dishonest, malicious

or fraudulent act or any willful

+ Post-event monitoring violation of any statute or
+ Ofther expenses regulation committed by an
— Extortion Threats “insured”, acting alone or in
— Business Interruption And Extra collusion with others
Expense — Action or proceeding brought
— Public Relations Expense by, or on behalf of, any
— Security Breach Liability governmental authority or

regulatory agency
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Not Just Large Corporations Are Seeking Cyber Coverage

Q The majority of our new-to-market
buyers of standalone cyber insurance
are (including those switching from

endorsements}:
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Furthermore, 76% of existing insureds seek higher coverage and limits

Source: Advisen and Partner Re, 2018
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Cyber Insurance Take-up Rates Vary Widely

Cyber insurance take-up rates by industry and turnover
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GDPR Fines Are Being Issued

Google fined €50 million for GDPR violationin
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Robust Risk Management Includes Several Approaches
Market Share Approach Detailed Accumulation Approach
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Cloud Vendor X has 25% Market Share Cloud Vendor X is used by these 33% companies
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Data on Wide Range of Security Incidents Available

Security Breach Incidents by Type
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Bias in Reported Data Requires Adjustment Using Claims

Securlty Breach Frequency Varies by
Company Size
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Bias in Reported Data Requires Adjustment Using Claims

Securlty Breach Frequency Varlas by
Company Size
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Numerous Drivers of Risk fo Consider
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Propag

Data Compromise Severity Is Driven by Number of Records Lost

100,000

s & 8

Breach Frequency
(Count in 5-year Period)
3

1 10 100 1,000 10000 100000  1,000000 10,000,000 100,000,000 1,000,000,000
Number of Records Lost

—Observed —Llog Normal Only —AIR Simulation

o e s BAR




Sufficient Data Available to Validate Model Output
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Cyber Risk Policies Have Been Mispriced

Comparison of Insurance Pricing vs Model Estimates
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Most Data Compromise Results in Total Insured Loss

EP Curve for Large Retailer Large Retailer Notional Layer Losses
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Cloud Computing Trends by the Numbers

1)
36% 12% 70%

Compound Increase of laaS Market share of
annual growth as the primary top 15 cloud

rate of public work environment service providers
cloud service oo

industry
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Cloud Providers Can Fail for a Variety of Reasons
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Cloud Providers Can Fail for a Variety of Reasons

Adversarial, 6.1%

Environmental,
15.2%

Accidental, 16.7%

Structural, 62.1%

J— »  BAR

Factors Driving Severity of Cloud Downtime
Cloud service providerrecovery time
Business dependency on cloud
Company back-up plans

Company ramp up fime
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Losses Change Throughout Downtime Event

Business Interruption Cost Experienced

a 0 1 2 3

Day
Note: Analysis consi fistic distributions that i
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Historical Cloud Downtime Events

Microsoft Azure

Microsoft Azure
“Leap Year Bug”

Global Outage
(SSL Certificate

Expiration)
*February 2013

*February 2012

*June 2012 * August 2015

Amazon We
Services $3
Outage

b

«January 2016 « January 2016 «May 2016 «February 2017
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Data on Cloud Downtime Incidents Available
Distribution of Cloud Downtime Incidents
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Not All Cloud Providers Are Equally af Risk

EP Curve: Single Region Incident

EP Curve: Global Incident
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Downtime Validation for One Cloud Provider

Downtime Validation for One Provider
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(Re)Insurers and Brokers Leverage Cyber Risk
Solutions Across a Number of Use Cases

Rl

Underwriting Portfolio

& Pricing Management
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Risk Transfer
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A Year Ago, There Were 3 Categories of Cyber Risk

Packaged/Endorsement Silent Cyber
Affirmative Cyber

©2019 AR Workdwide CONFiDENTIAL 2 \l‘ AIR

Today, Some Would Argue There Are 4!

Standalone Packaged/Endorsement| _ Silent Cyber
| J

Affirmative Cyber

conmnvse coonmn s BAR

What Is Silent Cybere

General
i ity Situations where potential
/) cyber exposures are neither
explicitly included or excluded

by an insurance policy

Cyber claims can be made
across various LOBs

Source: OECD
T « BAR




NotPetya: Silent Cyber vs. Affirmative Cyber

~USD 3.3B in claims with 90% attributed to
silent cyber

' purchase the decryption k USD 1.75B silent cyber losses from Merck &
Co. alone

ond $300 worth of Bitc following addre:

M TURZR17NGSAZaRUNBEX Are bifs of data an asset?
J R v
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-y b e SEE A debate of semantics2
chazed your Ko
¢ you already purch

Source: Artemis, 2018
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Aggregation Events (Ransomware + Silenf)

Business Interruption Breach Silent Cyber

Records Affected

Bl per day
Patching Cadence score

Backup/Recovery model

Business Interruption
(Property policy)

Ransom payments

Cost of the records affected
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The Fate of the Furious (2017)




Aftack Surface Categories

Key Vehicle Interfaces That Could Be Exploited in a Vehicle Cyberattack
Direct access Short-range Long-range
— Compactdee Satelite radio
/ AM/FM radio |
= R
< | ] keyless entry
Tire pressure
e . monitoring
R On-board e
ooy Caliular

Source GAD analysis of statencioer mervews and Checkoway of sl 2011 | GAO-18.350
“In this context. long-range refers to access at distances over 1 kilometer.

“This port is mandated in vehicies by statute for emission-testing purposes and lo faciiitate diagnostic
assessments of vehicies, such as by repair shops. 42 U.S.C. § 7521(a)6).
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Scenario Types

Vehicle Theft

Non-Operability (Bricking &
Data Theft Ransomware)
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Oil and Gas Overview

)
Upstream

Exploration

Field
Development

Production

Oper s
—____
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Midstream

Transportation
Processi

Storage &
Distribution

CONFIDENTIAL

Downstream

Manufacturing

Refining
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Generic Industrial Control System

* Temperature sensors
« Pressure sensors
* Flow rate sensors

Input
Devices

©2019 AIR Worldwide

Control
System

* Programmable Logic
Controller

«Intelligent Electronic
Devices

*Remote Terminal Units

CONFIDENTIAL

*Pumps
*Valves
*Turbines

Output
Devices
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Offshore Energy Insurance Policies

Control of
Well/Operators
Extra Expense

« Care, custody, and
control sublimit

Pollution
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Overview: Office Buildings
Regardless of the type of appliance that . - Office
catfches on fire or how the fire started * Printer appliances
(cyber or non-cyber), a commercial fire Generic * Fax that are
will exhibit the same physical behavior. . . * Copier P idered
widget considere
NSy - Loptop embedded
MRS _J devices
Core Hazard Model:
Probability of Market
Commercial Fire Loss Share
Severity * Hewlett Packard 70%
« Canon .
Printer « Xerox
model * Ricoh

©2019 AIR Worldwide
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Oui_pufs provide three types of
Details: Simulate Exireme Tail Events “switches” that can be fumed
To what degree each “switch” impacts the severity of on or off, resulting in eight

loss will be based on expert opinion and judgement. different DOSSLDIS ouicomes
! Outputs ———
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Cyber Risk Modeling Enables Business Growth

+%  Optimize your underwriting strategy

Diversify portfolio with more confidence

o Keep up with evolving risk landscape
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