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11\ CYBER RISK AND INSURANCE:
JO HOW ARE THE MARKET AND
RATING METHODS EVOLVING?
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Verisk @ CyberCube
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* The Casualty Actuarial Society is committed to adhering strictly to the letter and spirit o)
of the antitrust laws. i d under the ices of the CAS are designed
solely to provide a forum for the expression of various points of view on topics
described in the programs or agendas for such meetings.

ANTITRUST NOTICE

* Under no cil shall CAS i be used as a means for competing
companies or firms to reach any understanding — expressed or implied — that restricts
competition or in any way impairs the ability of bers to exercise i
business judgment regarding matters affecting competition.

® Itis the ibility of all seminar partici| to be aware of antitrust regulations, to
prevent any written or verbal discussions that appear to violate these laws, and to
adhere in every respect to the CAS antitrust compliance policy.
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%\O LIVE POLL: WHICH CYBER THREAT IS MOST CONCERNING TO
]x . Attack on critical infrastructure

[

. Take down of major cloud provider

. Zero day in operating system

. Global Malware Attack

Election Hacking
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. Disruption of financial system (e.g. SWIFT)

l RECENT NOTABLE CYBER EVENTS

o DynDNS MAERSK
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l INSUREDS MUST PROTECT AGAINST A DIVERSE RANGE OF ATTACKS




l CYBER ATTACKS ON THE RISE

1 Data Breaches by Year
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l CYBER CRIME COSTS INCREASE
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Percentage change in average cost over five years is 62 percent

l THE EXPLOSION OF IOT IS CREATING A NEED FOR A MARKET
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10T PROJECTED GROWTH

loT installed base, global market, billions
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LIVE POLL: THE CYBER INSURANCE MARKET TODAY IS
APPROXIMATELY $4B. HOW BIG DO YOU THINK IT WILL BE IN

20252

A. <$108
B. $10B - $158
C. $158B - $208
D. $20B - $25B
E. >$258

\o CYBER IS ONE OF THE MOST ATTRACTIVE OPPORTUNITIES TO

EMERGE IN THE GLOBAL INSURANCE INDUSTRY IN DECADES

£ & Thisis the hottest insurance product that has come outin
my 40-year career ] l

- President, Betterley Risk Consultants

[ G ttis very rare in an insurance person's career that a new
product not only takes off but provides real benefit and value
to the nsureds, thats seen as a must-have product. ) )

- Paul Bantick, Beazley

£ & cypersecurity insurance has a very, very bright future for
insurers ....it fils a gap, a void, that virtually every business in
Americahas ) B

- CEO, Insurance Information Institute

Cyber crime costs
>$400B per year but <1%
is covered by insurance
today

15-40% premium
revenue growth per year,
expected to grow
to $10-20B+

>800 $1B+ revenue
companies buying cyber
insurance in next 3 years

Limited focus on
consumer and micro-
business to-date




\o CYBER INSURANCE: $4.0B MARKET EXPERIENCING RAPID C/
GROWTH AND EXPECTED TO AT LEAST DOUBLE IN SIZE WITHIN 5

YEARS
1 Global cyber insurance market ©
[

Gross written premiums (US$B)

> Market dominated by the US
80% US
— 10% EU (rapid growth expected)
10% Rest of World

> High demand from clients, with
growth estimated at 15%-40%
annually over the next 5-10 years

> Industry projected to be as high as
$108 globally by 2020, as high as
$208 by 2025

2008 2013 2016

1181 estimate of $28 vs $1.85 for UK Governmen/Marsh report
3%

3 Munich Re Cyber Insurance Market Outlook
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1 Exhibit 7: Estimated 2017 US cyber combined ratios

WHAT COULD GO WRONG?

®Loss and defense costs Expense ratio

28.8%

Standalone Package Total
1 Aon Benfield US Cyber Market Update: July 2018
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REGULATORY UPDATE

1 * GDPR o

* Google fine
* International Law

* Australia

* Singapore
* China
LY
* South Korea
* State law update

* California loT law

* Regulation drives loss cost




CYBER POLICY COVERAGES

First Party

Third Party

N

—{ Forensic Investigation ] Security Breach Liability J
—[ Notification Expenses l [Regulmory Defense and Penul'ies]
—[ Public Relations ] PCl Fines and Assessments ]
—[ Credit Monitoring ] Media Liability ]
—{ Business Interruption ] [ Tech E&O ]
—[ Cyber Extortion ] Bl & PD ]
—{ Digital Asset Replacement ]

*{ Funds Transfer Fraud ]

CYBER DATA

In evaluating cyber data, we must keep several important dimensions in mind:

+

QUALITY BIAS

COMPLETENESS

GRANULARITY

RELEVANCE

DATA USED BY VERISK IN CYBER RISK QUANTIFICATION

Technographic Multiple cyber
Insurance T mevind Admitied Rating

Data datasets Plans

Over 60,000
unique cyber
incidents

Firmographic
Aggregation
Models
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ISO CYBER RATING PLAN DEVELOPMENT PROCESS

MY Exporatory IR Claims
Analysis Model
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ISO CLAIMS MODEL - ILLUSTRATION
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« Third party cyber incident datasets don’t have loss amounts available for each incident
+ A GLM model was used to produce loss estimates for incidents where loss is not available
« Earlier models used 2 variables: # records exposed and type of record

» We are currently developing models that use additional variables such as industry and size

CLASS PLAN GLM

« Set up frequency and severity datasets bucketed by e
requency

& Severity

segments

+ Perform k-means clustering on company type and industry

variables Clustering

+ Using sequential purposeful mode! selection approach GLM

identify predictive variables

+ Analyze results for and make

Indicated variable

where necessary
parameters




\o COMPANY ABC LOSS COST CALCULATION | ILLUSTRATION ONLY* /
\7
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o N . N Sect Breach
Arrlceion Quesien | nformaten revided “m o

vor Security Breach Expense,
Coverages Requested e

Revenue som — Base Loss Cost $5,000 53,000

NAICS code 5411 — NAICS factor 5 5

Policy Aggregate limit $1M

Coverage Limits 1M j|» ILF (net of DDF) 12 14

Deductibles $50¢

Years since retro date 10 — Relro date multplier 10 10

Years n Business 6 —— Years in biz factor 15 15

Company Type Private — Company type factor 14 14

Revenue per Employee 5320k Sneves fecy

Other Underwriting Questions — UW questionnaire 8 8

Loss Cost = product sas0 2405

of values above 2

TRADITIONAL VIEW OF GEOGRAPHY AS A PREDICTIVE VARIABLE
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19 GMT/ 31 Aug 2010 11:19 AM EDT

\0 IN A CONNECTED WORLD, “GEOGRAPHY” NOW TAKES ON A f/
NEW FORM...




EVENT IS UNCLEAR

%\0 HOW WE SHOULD DEFINE A CATASTROPHE/AGGREGATION C/
[

l AN INSURER MUST PAY ATTENTION TO INSURED RELATIONSHIPS

l\OWHICH COVERAGES ARE TRIGGERED? LACK OF STANDARDIZATION C/
CLOUDS THE ISSUE
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l WHAT ABOUT SILENT COVERAGE?
Property & Casualty Life & Health
— . R
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l\o LIVE POLL: WHAT IS THE BIGGEST CHALLENGE THAT STILL FACES
THE CYBER INSURANCE INDUSTRY?

o A. Data and Analytics

. Unknown Unknowns

. Customer take up rates

. Standardizing policy language

. Cultivating cyber risk management frameworks
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. Clarifying exclusions (e.g. war & terrorism)

THANK YOU!
QUESTIONS?
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