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What is Cyber Liability?
“Cyber Liability” and “Cyber Risk” means different things to 
different people.*

• Information Security– (52%) 

• Network Security – (19%) 

• Privacy – (13%) 

• Data Breach – (11%)

• Network Breach – (5%)

“Cyber Liability” encompasses first- and third-party risks associated 
with networks, e-business, the Internet and possession of informational 
assets or “data”. 

The risks include:
• Data Privacy 
• Network Security 
• e-Media or Internet Liability

* Source: The Betterley Report
See policy for actual coverage wording – general presentation use only
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Data Breach - Statutes and Standards

• What are the laws and regulations?
– 47 State Breach Notification Laws and D.C. and Puerto Rico

– Calif. SB 1386, Mass. 93H-1, Nev. 603A.010: Very broad scope
– States with no security breach law: AL, NM, & SD  

– 35 Federal Laws regarding privacy
– HIPAA, HITECH, GLB, FACTA, FERPA, COPPA

– Compliance Standards
– PCI, SAS 70 audit disclosures, Sarbanes-Oxley Section 404

• What  is considered PII (personally identifiable in formation) and PHI 
(protected health information)?

See policy for actual coverage wording – general presentation use only

– Individual names
– Social Security numbers
– Credit or debit card numbers
– Drivers License numbers
– State ID numbers
– Telephone numbers
– Passport numbers
– Dates of birth

– Health records
– Financial account numbers
– Insurance plan ID numbers
– IP Address
– Login name, screen name
– Zip codes
– Email addresses
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What Does Cyber Liability Insurance Cover?

Typical Insuring Agreements and Coverages:
� Data Privacy and Network Security Liability

- Third party liability arising out of wrongful acts – violation of data privacy laws, 
improper collection or disclosure of PII; unauthorized access or unauthorized use 
of Insured’s computer system.

� Digital Media Liability
– Online media liability - website or social media page
– Copyright/trademark infringement, defamation, invasion of privacy

� Expense Coverages
– Breach Notification
– Credit Monitoring / Identity Protection
– Crisis Management
– Investigation

� Cyber Business Interruption 
� Cyber Extortion 
� Professional Liability

See policy for actual coverage wording – general presentation use only

– Regulatory Proceeding
– PCI Fines
– Data Restoration
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Cyber Liability Underwriting Factors?

• How large is the company? 

• What is the customer base?

• What type of data is stored or shared?

• How many sensitive records?

• Is company compliant with applicable data privacy laws?

• Is sensitive data encrypted and where?

• Is there a formal privacy policy?

• Who is responsible for network security & data protection? 

• Do vendor contracts address data privacy and security?

• Is there a Document Destruction/Management Plan? 

• Is there a Data Breach Incident Response Plan?

• Is there a Business Continuity Response Plan?

• Aggregation issues – common vendors, cloud providers

See policy for actual coverage wording – general presentation use only
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Cyber Liability Coverage…what’s trending?

• Business Interruption
• Dependent Business Interruption
• Electronic Data Restoration expenses
• Full limits for expense coverages
• Privacy notification benefits expanded 

– Costs for computer expert services
– Legal services for breach notifications
– Call center services
– Payment Card Industry fines & penalties
– Courtesy/voluntary notifications and credit monitoring

• eFunds coverage /  Funds Transfer Fraud
• E-commerce extortion
• Cyber Terrorism

See policy for actual coverage wording – general presentation use only

© IDT911, LLC. All Rights Reserved - Confidential

CYBER RISK INSURANCE:

Quantifying the Exposure

Eduard Goodman, J.D., LL.M., CIPP-US/C/E 

Chief Privacy Officer
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Today’s objectives:

� Define what a Data Breach is

� Clarify the real data exposures scenarios that lead to 

to data breaches (and how to prevent them)

� Recognize the value in pre and post breach 

management approaches to handling these complex 

claims

What is a data breach?
02
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What is a data breach? (Generally)

A data breach is any exposure of private or confidential 

information held by an entity (business, government entity, etc.). 

This exposure could be through loss, theft or other method of 

exposure. This data can include:

– Confidential Company Data such as:

• Business plans

• Client lists

– Private Personal information such as:

• Personally Identifiable Information

• Protected Health Information

• Account Information

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 14

What is a data breach? (Private Personal)

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 15

What is a data breach? (Legally Speaking)

Under state breach notification laws, 

businesses must notify consumers if 

there has been a breach that exposes 

their unencrypted Personally 

Identifiable Information (PII).
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47 states, the District of Columbia, Guam, Puerto Rico and the Virgin Islands require 

notification of security breaches involving PII

What is a data breach?

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 17

General Rules

• All require that notice be made to people whose PII have been 
compromised

• Time frames vary from “reasonable” amount of time to specific 
period from time of breach discovery (30-45 days depending upon 
jurisdiction)

• Some require notification be made to other parties beside the 
affected consumers:

– Credit Bureaus

– Regulators such as:

• State AG’s

• State Police

• Consumer Affairs Department

• Other offices local State Offices 

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 18

General Rules

• Notification by letter is most typical, but other methods of 

notice can be employed if the facts allows, such as:

– Phone calls

– E-mails

• Most allow for alternate forms of notice (from written letter 

notice) if breach is in excess of certain thresholds. (both cost 

and number of recipients.)
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Personally Identifiable Information

Typically Name and Address with:

• Social Security Number 

• Account Numbers

– Sometimes only if PIN or other access info is 

released

• Driver’s license numbers

• State issued ID numbers

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 20

Data Breach Incidents (Estimated) 

from 1/1/2005 through 4/27/15

4517
Breaches made

public (min)

816,324,756
Records containing 

personal/private info of U.S. 

citizens and residents

Source: http://www.privacyrights.org/data-breach/new

Liability and Remediation by 
Breach Type 

03
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Types of Data Covered

Data Types 

Covered

Personally 

Identifiable 

Info (PII)

Payment Card 

Information 

(PCI)

Protected 

Health Info 

(PHI)

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 23

Remediation by Information Type

PIIPII

Assuming release

of SSN:

Provision of Credit 

and/or Public Record 

Monitoring

Assuming release

of SSN:

Provision of Credit 

and/or Public Record 

Monitoring

Assuming release

of SSN:

Recommend Fraud 

Alert placed with 

Credit Bureaus

Assuming release

of SSN:

Recommend Fraud 

Alert placed with 

Credit Bureaus

Resolution/ 

remediation of ANY

fraud (whether 

connected to the 

breach or not)

Resolution/ 

remediation of ANY

fraud (whether 

connected to the 

breach or not)

PCIPCI
Cancellation of 

Affected Card(s)

Cancellation of 

Affected Card(s)

Resolution/ 

remediation of ANY

Card fraud (Account 

Take Over 

Resolution)

Resolution/ 

remediation of ANY

Card fraud (Account 

Take Over 

Resolution)

PHIPHI
Handling of calls and 

answering of incident 

related questions

Handling of calls and 

answering of incident 

related questions

Follow up 6 and 12 

months from 

close/resolution of 

any fraud situation

Follow up 6 and 12 

months from 

close/resolution of 

any fraud situation

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 24

Mitigating Liability

Potential Issues where 
liability  could result in 

damages /fines

Regulatory
(regulation by government)
FTC Enforcement Actions, 

State AG enforcement  cases 
for HIPAA/State Breach laws

Civil
(litigation by 

consumers/plaintiff(s)
State breach laws with private 

right of action, caused of 
action based in contract/tort 

(i.e. Class Actions)

Both Regulatory and 
Civil Liability are 

possible

Failure to meet privacy/security 
standards

(Representations to public; PCI; GLB, HIPAA, E.U. Safe 
Harbor, Mass201 CMR 17.00

Delayed Notice/Failure to Notify 
Under state data breach statutes and HITECH Act/HIPAA 

requirements

Inadequate Response for Victims
Failure to provide consumer protection support such as 
credit/public records monitoring and support services. 

Actual Victims resulting from breach
People have experienced actual identity fraud as a result 

of the breach

3rd Party Fraud Costs
Costs by OTHER businesses to recoup fraud or to 

reissue cards due to the data breach 
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Anderson v. Hannaford Brothers

Potential Damages by 

affected consumers 

of breach

ACTUAL VICTIM LOSSES

(Unreimbursed Fraudulent Charges)

COMPENSABLE 

MITIGATION COSTS

(Under Hannaford)

newly COMPENSABLE 

NON-MITIGATION COSTS

NON-COMPENSABLE 

ALWAYS deemed 

recoverable damages

POTENTIAL

recoverable damages

NEVER deemed 

recoverable damages

Actual victims of fraud who suffer 

permanent financial losses as a direct 

result of the breach. For example: 

• Card breaches where amounts 

removed as a result of the data 

exposure are unreimbursed by the 

bank or financial institution. (This 

rarely happens)

• Where SSN's are exposed by a 

breach, then affected consumers 

with IDT (new account creation) 

that cannot be resolved by end of 

litigation. (Often difficult to connect 

to the breach)

NEW POTENTIAL DAMAGES THEORY -

Reasonable fees expended by the 

consumer to mitigate the potential 

damages to accounts and identity. For 

example:

• Cost of replacement card fees when 

the issuing bank declined to issue a 

replacement card to them

• Damages for the purchase of 

identity theft/card protection 

insurance 

• Damages for the purchase of credit 

monitoring services 

• Fees for accounts overdrawn by 

fraudulent charges

• Fees for altering pre-authorized 

payment arrangements

• Loss of accumulated reward points

• Inability to earn reward points 

during the transition to a new card

• Emotional distress related to fear or 

apprehension of becoming a victim 

• Time and effort spent reversing 

unauthorized charges and 

protecting against further fraud

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 26

Empirical Analysis of 

Data Breach Litigation

Temple University Beasley School of Law 

LEGAL STUDIES RESEARCH PAPER NO. 2012-29

Electronic copy available at: http://ssrn.com/abstract=1986461 

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 27

Two Key Questions

Which data breaches are being 
litigated in federal court?

Which data breach lawsuits 
settle?
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Liability in Terms of Odds-Ratios

The odds of a firm being sued are…

3.5X
greater when individuals suffer actual (financial) harm 

greater than breaches caused by lost/stolen data

lower when the firm provides free credit monitoring to those 

affected by the breach

The odds of a firm being sued from improperly disposing data are…

greater when the data breach involved loss of financial information 

6X

3X

6X

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 29

Probability of Data Breach Settlement 

Surprisingly, causes of action asserting a violation of a federal statute with 

statutory damages were not positively correlated with settlement.

Plaintiff allegations of financial harm

The certification of a case as a “class action”

Increase

30%

Increase

30%

Probability of 

Settlement

The ‘9’ Data Breach Scenarios
04
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Missing or Stolen Laptop/Storage Device

Situation : Policyholder reports a missing computer device storing Personally Identifiable Information 
(PII), such as a laptop, USB flash drive or portable hard drive

Possible Scenarios

• Laptop stolen from a parked vehicle at the mall

• Luggage containing a laptop or portable storage device fails to arrive at destination

• Laptop or portable storage device stolen from a place of business or a home office

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 32

Mis-mailing

Situation : Policyholder reports that documents with one person’s PII were mistakenly sent to 
someone else

Possible Scenarios

• Documents faxed to the wrong number

• Bill, statement of benefits, or other documents sent to wrong person or address

• Attachments containing PII emailed to incorrect recipient

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 33

Erroneous Data Posting

Situation : Policyholder posts or prints PII in a public venue

Possible Scenarios

• Erroneous web site posting

• Failure to redact PII that may become public record prior to submission to a government entity
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Compromised System or Network (Hacking)

Situation : Policyholder reports that a computer or network housing PII has been compromised

Possible Scenarios

• Computer system has a virus, spyware, “bot” or Trojan horse

• Company Wi-Fi (wireless) network improperly secured or left open

• System has been hacked or accessed

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 35

Loss or Theft of Physical Documents

Situation : Policyholder reports that paper documents containing PII were lost, stolen or exposed

Possible Scenarios

• Shipped documents fail to arrive at destination

• Documents improperly exposed due to flood, hurricane, tornado or other disaster

• Documents stolen or missing from premises following a break-in 

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 36

Lost Back-up Data or Tape

Situation : Policyholder loses back-up data containing PII

Possible Scenarios

• Remote online storage service used by Policyholder suffers data security breach

• Back-up data tape being shipped to co-location facility is lost or missing

• Custody chain and access of back-up data tape is uncertain due to temporary loss and 
subsequent recovery of tape
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Breach Caused by a Third Party Vendor

Situation : Policyholder utilizes an outside vendor for services that involve PII or PHI of the 
Policyholder’s customers, clients or employees and the vendor had a breach

Possible Scenarios

• Payroll processor or benefits provider suffers a breach that exposes employee PII

• Business process vendors lose data while handling PII for Policyholders

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 38

Improper Document/Equipment Disposal

Situation : Policyholder improperly disposes of documents or equipment that contain PII or PHI of the 
Policyholder’s customers, clients or employees

Possible Scenarios

• Backup data tape submitted for destruction is unaccounted for

• Documents and/or document destruction storage areas are left unsecured

• Documents/equipment containing PII are improperly disposed of or are recycled or left exposed

May 1, 2015 © IDT911, LLC. All Rights Reserved - Confidential 39

Insider

Situation : Policyholder reports that an employee or contractor accessed files containing PII for 
reasons unrelated to their job function

Possible Scenarios

• A disgruntled employee announced his resignation and then was caught copying files from his 
computer to a flash drive 

• A curious employee accessed his co-workers HR files
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QUESTIONS?

Eduard Goodman, J.D., LL.M., CIPP-US/C/E 

Chief Privacy Officer

Scottsdale, Arizona

480.355.4940 direct

EGoodman@IDT911.com

41CONFIDENTIAL ©2015 AIR WORLDWIDE

New Approaches for 
Managing Cyber Risk

42CONFIDENTIAL ©2015 AIR WORLDWIDE

− AIR modeling framework
− Potential data partners
− AIR cyber data standards
− Roadmap

Agenda
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AIR’s Stochastic Modeling Framework Can Be 
Applied to Cyber

Policy
Conditions

Exposure
Information

Damage
Estimation

Loss
Calculation

Policy
Conditions

Limit

Deductible

ENGINEERING

FINANCIALIntensity
Calculation

Event
Generation

HAZARD

44CONFIDENTIAL ©2015 AIR WORLDWIDE

AIR Has Met With Many Organizations to See What 
Hazard and Vulnerability Data Is Available

45CONFIDENTIAL ©2015 AIR WORLDWIDE

The Verisk Enterprise Offers AIR Unique 
Resources, Information, and Data

ISO Cyber 
Program Argus Cyber Forum

Information 
Sharing and 

Analysis 
Centers

Maplecroft
Verisk Climate 

Blackout 
Model
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VERIS Hazard Data: Cyber Attack Actors and Their 
Motives

47CONFIDENTIAL ©2015 AIR WORLDWIDE

AIR Categorizes Risks by Exposure Type

48CONFIDENTIAL ©2015 AIR WORLDWIDE

Forthcoming AIR Cyber Exposure Standard Divides 
Information into Five Sections

Cyber 
Exposure 
Record

Company 
Information Data

Storage Transfer

Assets
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Minimum Data Required to Run Model:
Industry, Revenue, and Insurance Information

Company 
Information

Industry Revenue Insurance

50CONFIDENTIAL ©2015 AIR WORLDWIDE

Multiple Insurance Coverages May be Supported

• Security Breach Expense
• Security Breach Liability
• Business Interruption

• Fines
• Replacement of Electronic Data
• Web Site Publishing Liability
• Programming Errors and Omissions
• Extortion
• Public Relations
• Physical

Insurance Coverages

51CONFIDENTIAL ©2015 AIR WORLDWIDE

Company Information—Detailed

Company 
Information

Industry

NAICS Code

Recovery 
Plans

Disaster, 
Business, 
Network 
Intrusion

Demographics

Headcount, 
Employee Age 

Distribution, 
CSO

Revenue

By Country, 
Percent  from 

Internet

Security 
Funding

Vendors Insurance
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Data Are the Basis of Potential Cyber Losses

Data

Type

Credit Card, 
PII, PHI, 
SSN, IP

Country of 
Origin

Number 
and Value 
of Records

Regulations 
and 

Standards

HIPAA, PCI 
DSS

Ownership

1st Party, 3rd

Party

53CONFIDENTIAL ©2015 AIR WORLDWIDE

Storage Can Lead to Aggregation Risks

Storage

Type

Database, 
Cloud, USB

Location

Country, 
Latitude, 

Longitude

Security

Encryption, 
Firewall, 
Antivirus

Backed 
up? OS

Linux, OS X, 
Windows 

54CONFIDENTIAL ©2015 AIR WORLDWIDE

Transferring Data Introduces Additional Vulnerabilities

Transfer

Type

Web 
Application, 
Email, Blog, 

Vendor

Encryption Data
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Physical Assets Can Also Be Insured for Cyber

Assets

Type

Physical, 
Networked 

Device, Security 
System

Location

Country, 
Latitude, 
Longitude

56CONFIDENTIAL ©2015 AIR WORLDWIDE

Data Type Record Value Country of Origin Ownership

Credit Card ? ? ?

PII ? US ?

Annual Revenue Total % from Internet % Domestic % Foreign

1,300,000,000 ? ? ?

Data Type Record Value Country of Origin Ownership

Credit Card $225 U.S. 3rd Party

PII $99 U.S. 1st Party

Annual Revenue Total % from Internet % Domestic % Foreign

1,300,000,000 17% 72% 28%

• Most refined results are obtained when every field of an 
exposure record is correctly filled in

• But what if we have only some of the information that 
completely describes an exposure?

• AIR’s Cyber Model will populate “unknown” fields with values 
derived from our planned Cyber Industry Exposure Database

Developing a Cyber IED Will Allow the Model to 
Account for “Unknowns”

57CONFIDENTIAL ©2015 AIR WORLDWIDE
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The “Hurricane Andrew” of Cyber Is Coming

59CONFIDENTIAL ©2015 AIR WORLDWIDE

Aggregation Is More than the Cloud

60CONFIDENTIAL ©2015 AIR WORLDWIDE

AIR’s Prototype Cyber Framework and Its Roadmap

Catalog
Frequency of 

attack data from 
sample VERIS 

breach database

Stochastically 
generated breach 

events

In talks to get a 
much more 

comprehensive 
dataset

In talks to get a 
much more 

comprehensive 
dataset

Exposure
Over 400 

companies in our 
sample exposure 

database

Getting Internet 
footprint data, to 
help build a cyber 

IED

Getting Internet 
footprint data, to 
help build a cyber 

IED

Data standards in 
Touchstone 4.0

Data standards in 
Touchstone 4.0

Vulnerability
10 key basic risk 
factors, including 
company industry 

and encryption

Potential to add 
third party “scores” 

as secondary 
features

Potential to add 
third party “scores” 

as secondary 
features

Soliciting feedback 
on whether our 

characteristic list 
is “missing” a 
critical feature

Soliciting feedback 
on whether our 

characteristic list 
is “missing” a 
critical feature

Loss
Loss per record 
information from 

Symantec, 
accounting for risk 

features

Framework 
calibrated to the 

reported loss from 
the 2013 Target 

breach

Partnering with 
insurance 

companies to 
receive cyber loss 

data

Partnering with 
insurance 

companies to 
receive cyber loss 

data

Modeling of 
aggregation of 

losses 

Modeling of 
aggregation of 

losses 

Model
Results and 

reports available 
through consulting 

studies

Deterministic and 
probabilistic 

results

Will be in 
Touchstone in the 

future

Will be in 
Touchstone in the 

future


